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1. Introduction

MyPBX—IP-PBX for Medium Businesses/Home Office

New products MyPBX U5 series is a standalone embedded hybrid PBX for
medium businesses and remote branch offices of larger organizations (1-300
users per site). MyPBX U5 series also offer a hybrid solution (a combination of
VoIP applications using E1/T1/]1 equipment) alternative for enterprises who are
not yet ready to migrate to a complete VoIP solution.

FCC Statement

This equipment has been tested and found to comply with the limits for a Class
B digital device, pursuant to part 15 of the FCC Rules. These limits are designed
to provide reasonable protection against harmful interference when the
equipment is operated in a commercial environment. This equipment generates,
uses, and can radiate radiofrequency energy and, if not installed and used in
accordance with the instruction manual, may cause harmful interference to
radio communications. Operation of this equipment in a residential area is likely
to cause harmful interference in which case the user will be required to correct
the interference at his own expense.

FCC Caution
Any changes or modifications not expressly approved by the party responsible
for compliance could void the user’s authority to operate this equipment.

FCC Warning

This equipment has been tested and found to comply with the regulations for a
Class B digital device, pursuant to Part 15 of the FCC Rules.

Operation is subject to the following two conditions:

(1) This device may not cause harmful interference.

(2) This device must accept any interference received including interference
that may cause undesired operation.
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1.1 Features

e Auto-provision

e Follow me

e Optional Hard disk

e Interactive Voice Response (IVR)

e BLF Support

e Intercom / Zone Intercom

e Blacklist

e Music On Hold

e Call transfer

e Hot standby

e Call Detail Records(CDR)

e Paging / Zone Paging

e Call Forward e PIN Users

e Call Parking e Queue

e Call Recording e QOS

e Call Pickup e Ring Group

e Call Routing e Route by Caller ID

e Call Transfer

eSpy functions

e Call Waiting e Skype Integration (Skype Connect)
e Caller ID e Three-way Calling
eCall Back eMobility Extension
eConference eExternal Storage
eSpeed Dial eDDNS

e Define Office Time ¢OpenVPN

e Direct Inward System Access(DISA) e T.38

e DIDs e Voicemail

e Distinctive Ringtone e VLAN

e Do Not Disturb(DND) e WAN

e Dial by Name ePPPOE

e Firewalls

e Static Route

More info,

MyPBX U500: http://www.yeastar.com/products/MyPBX-U500.asp
MyPBX U510:http://www.yeastar.com/products/MyPBX-U510.asp
MyPBX U520: http://www.yeastar.com/Products/MyPBX-U520.asp
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1.2 Hardware Specifications

1.2.1 Exterior Appearance

Front Panel

Yeastar

Figurel-1 MyPBXU5XX Front Panel

® ® 66 ©® ©® 09 O

16 Green LEDs

16 RJ11 ports

E1/T1 interface

None E1/T1 available in MyPBX U500
1*E1/T1 available in MyPBX U510
2*E1/T1 available in MyPBX U520

® @ OO

Console port (R1J45)

WAN port

LAN port

USB port

Reset Button

Power and Run indicator

SlCHSISHCNG)

Page?7


http://www.yeastar.com/

»
® Yeastar MyPBX U5XX Administrator's Guide

[
2. System Setup

2.1 Connection Drawing

ALL the LEDs show the
status of the 16 RI11 ports

Switch

—GE>

Router

. IP Phones
€02

Analog phones

Figure 2-1 U5XX Connection Drawing
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2.2 Connecting Ethernet Line

MyPBX provides two 1000M Ethernet ports with RJ45 interface and LED
indicator. Plug Ethernet line into MyPBX'’s Ethernet port, and then connect the
other end of the Ethernet line with a hub, switch, router, LAN or WAN. Once
connected, check the status of the LED indicator. A yellow LED indicates the port
is in the connection process, and a green LED indicates the port is properly
connected.
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2.3 Supplying Power

Please follow the steps below to connect the MyPBX unit to a power outlet:

1. Connect the small end of the power cable to the power input port on the
MyPBX back panel, and plug the other end of the cable into a 100V~240V
AC power outlet.

2. Check the Power LED on the front panel. A solid green LED indicates that
power is being supplied correctly.

Pagel0
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3 Administrator Login

From your web browser, input the IP address of the MyPBX server.

If this is the first time you are configuring MyPBX, please use the default settings
as below (your PC should be in the same local network with MyPBX):

IP Address: http://192.168.5.150

Note: MyPBX supports multiple administrators in hierarchical mode
( Administrator, General Manager, CDR Manager)

-Administrator

have all the authority .

Username: admin , Password:password

-General Manager

have basic authority; without the advanced authority to create VoIP trunks,
reset, update, backup and restore MyPBX.

Username: user, Password:password

You should enable this account before you use it.

-CDR Manager
only have the authority to check the call recordings.
Username: cdr, Password:password

In this example, the IP address is 192.168.5.149

L RS ~ P
Lt ] @ e IR £ 2oxl S sumnsim

@MyPBx Configuration Panel
Ui Nama
. BTN
Password

L essenenel

Langusge
w Enginh B

tegm—] i

Figure 3-1 Login Page
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This is the welcome page of MyPBX U5XX after successful login.

T T [ e ]

Law gt @ DD ST T vaee Semrtgy Ta Ll W S Saaeet

Figure 3-2 Welcome Page
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4 Status

T
Click to start to check the status of MyPBX U5XX, where we can check
the status of extension, trunk, and network and system information.

4.1 Line status

In this page, we can check the status of extension and trunks

4.1.1 Extension Status

Extrnenn Satis
- < - >
V¥ Frwe Jﬂum D sl ¥ Unavalatie ¥ Angrg
7 X0iKe 7 e J NP v NXSP J Nuse)
v RV CTT N F G01FXS) P XS

Figure 4-1 Extension Status Page
MyPBX Status Description:
Extensions:

1) "% : Extension is unavailable

2) 4 :Extension is idle

o

-

3 g :Extension is ringing
4) g :Extension is busy

5 ‘b : Extension is on hold
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4.1.2 Trunk Status

[—— Ynntar s 5 102 1685 188 oK
Ssppart Spsip 11684181 OK (T me)
i patnt} FX0 Port 13
‘ pstnid Fxo Port 14
‘ o Tl GEM GsM Por |
ErTonid R Fon)
| ¢ BTk aw Fat 4
EdiTaad? ar Pet?
\ ‘ BT 8 Psalt
s ——— i —— e ——— e s
‘ Ellnmk £ < - |
Cilnnk2 £ o "

Figure 4-2 Trunk Status Page
Trunks:

Note:
E1/T1/31 trunk in MyPBX U5XX

MyPBX U500 MyPBX U510 MyPBX U520
number of 0 1 2
E1/T1/]1
VOIP Trunk:
Status

Rejected: Trunk registration failed.
Registered: Successful registration, trunk is ready for use.
Request Send: Registering.
Waiting: Waiting for authentication.
Service Provider:
Status
OK: Successful registration, trunk is ready for use.
Unreachable: The trunk is unreachable.
Failed: Trunk registration failed.
FXO Trunk:
Status
Idle: The port is idle.
Busy: The port is in use.
Disconnected: The port hasn’t connected to the PSTN line.
More detail message, please refer to the LED indication of front panel.
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http://www.yeastar.com/

»
%90 Yeastar

MyPBX U5XX Administrator's Guide

GSM Trunk:
Status
Idle: The port is idle.

Busy: The port is in use.

Signal

¥ : No signal.
F. : Poor.
T : Average.
Tl : Good.
Full: Excellent.

BRI Trunk:
Status

Ok: The ports connect correctly.

: The port hasn’t connected to the BRI line or the signaling

mismatch.
E1l Trunk:
Connect | Alarm | Comment
) - The port doesn’t have E1 line connected.
- - E1l line has been connected to the port; PRI is in
corresponding or can’t communicate.
- Succeed.
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4.2 System Status

In this page, we can check the status of MyPBX system, including the
hardware ,firmware version and the network status of LAN and WAN ports .

4.2.1 System Info

In this page, we can check the hardware/firmware version, or the disk usage of

MyPBX.

| ®yamx o120

I
3

| Hargware Versico:
| w118 dese-dcoe

| Finmiware Version

14.38.0.33

184408 up 4% min

i 1 v
‘ Dink Unage:
Tewd/Tocal | iR-xlocks st
| Ziaax £232/39331€ =
had: TO362056/213472940 )

Used Total iK-Blocksl caeh
| o SRRt Bl

Figure 4-3 System Information

4.2.2 Network Status

In this page, the IP address of LAN and WAN port will appear, if OpenVPN is
configured well, the information will be displayed here too.

i
g
H

Hostname 1 Myi0X
MAC Ackdresn | S4-BEC 4304001004
1P Addreas: 133.168.3.148
Sabret Mask : I85 65 1840
Gawway 1 152 1er.8.1
Primacy DNS; 133 16551

Stanys 1 Coraact
MAC Addreex: T4 BE 45:25:00105
1P Adkdrews ; 133, 1€2.21 149
Subeet Mash : 222 700.200.3
Cateway : 133 16501
Primary DNS; 137 168,21
Secondery DNS: 5.5.5.3

fype! Szatic ID Assress

Figure 4-4 Network Status
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Click

In this page, we can configure the network settings, firewall settings, storage
management and some other preferences like firmware update and hot
standby.

5.1 Network Preferences

5.1.1 LAN Settings

LAN Settings
LAN Settings

DHCP: |No [=]
Enable SSH: |No [~] Port: 8022
Hostname: MyPBX
IP Address: 192.168.5.150
Subnet Mask : 255.255.255.0
Gateway : 192.168.5.1
Primary DNS : 192.168.5.1
Secondary DNS :
IP Address2:
Subnet Mask2:

« Save | 3£ Cancel

Figure 5-1 LAN Settings

‘DHCP
If this option is set, MyPBX will use DHCP to get an available IP address from
your local network. Not recommended or you cannot access MyPBX without

the right IP address

:Enable SSH

This is the advance way to access the device, you can use the putty software
to access the device.In the SSH access, you can do more advanced settings
and debug. Disabled by default.

-Port: the default is 8022; you change it to another one.

Pagel?7
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-Hosthame
Set the host name for MyPBX.

-IP Address
Set the IP Address for MyPBX.

Recommend to configure a static IP address for MyPBX

‘Subnet Mask
Set the subnet mask for MyPBX.

Gateway
Set the gateway for MyPBX.

‘Primary DNS
Set the primary DNS for MyPBX.

-Secondary DNS
Set the secondary DNS for MyPBX.

‘IP Address2
Set the second IP Address for MyPBX.

‘Subnet Mask2
Set the second subnet mask for MyPBX.

5.1.2 WAN Settings

Use WaN ¥
pHce
S Shate ® Asdeess
IF Agevess | 102 158 1143
Soboel Mask | 245 248 295 9
Datoctt Gadeway | 152 188 11
Prsary DNS (162 188 11
Secomtary DNS (1333
PPPcE
Uwer Narrw

Pasywond

w S 38 Cancet

Figure 5-2 WAN Settings

It supports three connection types: DHCP (obtain an IP automatically), PPPOE,
Static IP Address.
Notes:
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1. WAN port is disabled by default
2. WAN port cannot be used as a router to route the internet packages from
WAN port to LAN port.

:DHCP

If your ISP says that you are connecting through DHCP or a dynamic IP address
from your ISP, perform these steps:

Stepl: Select DHCP as the WAN Connection Type.

Step2: Click Save button to save the settings.

Step3: Reboot the device.

Step4: Check the WAN's Status (Status > Network status).

-Static IP Address

If your ISP says that you are connecting through a static or fixed IP address
from your ISP, perform these steps:

Stepl: Select Static IP Address as the WAN Connection Type.
Step2: Enter the IP Address.

Step3: Enter the Subnet Mask.

Step4: Enter the Gateway Address.

Step5: Enter the Primary DNS and Secondary DNS.

Step6: Click the Save button to save the settings.

Step7: Reboot the device.

Step8: Check the WAN's Status (Status > Network status).

PPPOE

If your DSL provider says that you are connecting through PPPoE or if you
normally enter a user name and password to access the Internet, perform these
steps:

Stepl: Select PPPoE as the WAN Connection Type.

Step2: Enter the User Name.

Step3: Enter the Password.

Step4: Click the Save button to save the settings.

Step5: Reboot the device.

Step6: Check the WAN’s Status (Status - Network status)

5.1.3 DHCP Server

Dynamic Host Configuration Protocol (DHCP) is a network protocol that enables
a server to automatically assign an IP address to a computer from a defined
range of numbers (i.e., a scope) configured for a given network. You can also

Pagel9
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set a local network NTP server for MyPBX here.

Notel: When using ‘Phone Provisioning’ for Grandstream IP phone, Enter the IP
address of the server directly, e.9g.:192.168.5.150; for other phones using the
default configuration.

Note2: MyPBX U5XX can work as a DHCP server, but cannot be regarded as a
router.

&
o
8
¥

Fouter | 18218851
Sebsat Maw [255 7353550
Frimary OMS | 132 168 51
Secomeary ONS [
Adow B Agdeess From |10 18882

TFTP Sever™ [T 1162 968 6 148
NTP Serves

¥ Sow 3% Cecu

Figure 5-3 DHCP Server Settings

5.1.4 VLAN Settings

A VLAN (Virtual LAN) is a logical local area network (or LAN) that extends
beyond a single traditional LAN to a group of LAN segments, given specific
configurations.

Note: MyPBX U5XX is not the VLAN server, a 3-layer switch is still needed,
please configure the VLAN information there first, then input the details in
MyPBX, so that the packages via MyPBX will be added the VLAN label before
sending to that switch.

VAN Datimge

w1

VAR N
VAN 1P Adaress
VLAN Babam Maw
Detus Gaenyy

L
VLAN Marmr
VLAN IF Acxvwes
VLAN Saznet Mask:
Dot (upensy

T EEEE—

not
VAN P
VUAN P 200vess
VLAN Sennet Mast:
Datud Gatwary
L e
VAN Nyt
VLAN 1P 2vess
VLAN Sabeet Mawr
Detus Garnay

o e O Concm

Figure 5-4 VLAN Settings
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1) VLAN Over Lan

:NO.1
Click the NO.1 you can edit the first VLAN over Lan.

‘VLAN Number
.The VLAN Number is a unique value you assign to each VLAN on a single device.

‘VLAN IP Address
Set the IP Address for MyPBX VLAN over Lan.

‘VLAN Subnet Mask
Set the Subnet Mask for MyPBX VLAN over Lan.

‘Default Gateway
Set the Default Gateway for MyPBX VLAN over Lan

‘NO.2

Click the NO.2 you can edit the first VLAN over Lan.

‘VLAN Number

.The VLAN Number is a unique value you assign to each VLAN on a single device.

‘VLAN IP Address
Set the IP Address for MyPBX VLAN over Lan.

*‘VLAN Subnet Mask
Set the Subnet Mask for MyPBX VLAN over Lan.

-Default Gateway
Set the Default Gateway for MyPBX VLAN over Lan.

2) VLAN Over Wan

*NO.1
Click the NO.1 you can edit the first VLAN over Wan.

‘VLAN Number
.The VLAN Number is a unique value you assign to each VLAN on a single device.

‘VLAN IP Address
Set the IP Address for MyPBX VLAN over Wan.

‘VLAN Subnet Mask
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Set the Subnet Mask for MyPBX VLAN over Wan.

-Default Gateway
Set the Default Gateway for MyPBX VLAN over Wan.

:NO.2
Click the NO.2 you can edit the first VLAN over Wan.

‘VLAN Number
.The VLAN Number is a unique value you assign to each VLAN on a single device.

‘VLAN IP Address
Set the IP Address for MyPBX VLAN over Wan.

*‘VLAN Subnet Mask
Set the Subnet Mask for MyPBX VLAN over Wan.

‘Default Gateway
Set the Default Gateway for MyPBX VLAN over Wan.

5.1.5 VPN Settings

A virtual private network (VPN) is a method of computer networking--typically
using the public internet--that allows users to privately share information
between remote locations, or between a remote location and a business' home
network. A VPN can provide secure information transport by authenticating
users, and encrypting data to prevent unauthorized persons from reading the
information transmitted. The VPN can be used to send any kind of network
traffic securely. MyPBX supports OpenVPN.

Crage VPN

Irrpat VRN Contg U Porem

irpact
v Sae A Cancel

Figure 5-5 OpenVPN Settings
:Enable VPN

-Import VPN Config
Import configuration file of OpenVPN.

Note: Don't configure 'user' and 'group' in the 'config' file.
You can get the configuration package from the OpenVPN provider.
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5.1.6 DDNS Settings

DDNS(Dynamic DNS) is a method / protocol / network service that provides the
capability for a networked device, such as a router or computer system using
the Internet Protocol Suite, to notify a Domain Name System (DNS) name
server to change, in real time, the active DNS configuration of its configured
hostnames, addresses or other information.

N

Enable DDNS
DONS Satver | dyndes org -

Usec Nama

Paswward

Host Name

W Save | B Canced

Figure 5-6 DDNS Settings
Enable DDNS

:DDNS Server
Select the DDNS server you sign up for service.

User Name
User name the DDNS server provides to you.

Password
User account’s password .

Host Name

Note: DDNS allows you to access your network using domain names instead of
IP address. The service manages changing IP address and updates your domain
information dynamically. You must sign up for service through dyndns.org,
freedns.afraid.org, www.no-ip.com, www.zoneedit.com

5.1.7 Static Route

MyPBX will have more than one internet connection in some situations but it has
only one default gateway. You will need to set some Static Route for MyPBX to
force it to go out through different gateway when access to different internet.
The default gateway priority of MyPBX from high to low is OpenVPN->WAN
port->LAN port.
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Figure 5-7 Static Route Settings Page

1) Route table

The current route rules of MyPBX

Destination

The destination network to be accessed to by MyPBX

Subnet Mask

Specify the destination network portion.

Gateway

Define which gateway MyPBX will go through when access to the destination

network.

Metric

The cost of a route is calculated by using what are called routing metric. Routing
metrics are assigned to routes by routing protocols to provide measurable
statistic which can be used to judge how useful (how low cost) a route is.

Interface

Define which internet port to go through.

2) Static Route Rules

You can add new static route rules here.
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5.2 Firewall Settings

Firewalls are used to prevent unauthorized Internet users from accessing
private networks connected to the Internet, especially intranets. All messages
entering or leaving the intranet pass through the firewall, which examines each
message and blocks those that do not meet the specified security criteria.

5.2.1 Firewall Rules

TP

Gemmeal Sottings

W Enatin Firwaal
UDinabis Piag

U 0mop M
Common Relus

J‘, Add Ruybe

o Common Rukes Dafined

Ao Defense

e Ad3 Rule

No Auto Defunse Rubes Dofined

w Save A Cancsd

Figure 5-8 Firewall Settings

1) General Settings
:Enable Firewall
Enable the firewall to protect the device.

‘Disable Ping
Enable this item, net ping from remote hosts will be dropped.

‘Drop All

When you enable “Drop All” feature, system will drop all packets or connection
from other hosts if there are no other rules defined. To avoid locking the devices,
at least one “TCP” accept common rule must be created for port used for SSH
access, port used for HTTP access and port sued for CGI access.

2) Common Rules
There is no default rule, you can create them as required.
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w Save 28 Cancel

Figure 5-9 Add Common Rules
‘Name
A name for this rule, e.g. "HTTP”.

‘Description
Simple description for this rule. E.g.: Accept the specific host to access the web
interface for configuration.

‘Protocol
The protocols for this rule.

‘Port
Initial port should be on the left and end port should be on the right.
The end port must be equal to or greater than start port.

-IP

The IP address for this rule. The format of IP address is: IP/mask

E.g. 192.168.5.100/255.255.255.255 for IP 192.168.5.100
E.g.216.207.245.47/255.255.255.255 for IP 216.207.245.47
E.g.192.168.5.0/255.255.255.0 for IP from 192.168.5.0 to 192.168.5.255 .

*‘MAC Address
The format of MAC Address is XX: XX: XX: XX:XX:XX, X means 0~9 or A~F in hex,
the A~F are not case sensitive.

Note: The MAC address will be changed when it’s remotely device, so it will
not be working to filter using MAC for remote devices.

*Action

Accept: Accept the access from remote hosts.
Drop: Drop the access from remote hosts.
Ignore: Ignore the access.
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3) Auto Defence
By default, there is no rule.

Add Auto Defense Rule X
F'Urt'ﬁ:

Protocol®- | UDP El
Rate® - { | Second E

o Save #& Cancel

Figure 5-10 Add Auto Defense Rule

Port
The port you want to auto defense, for example, 8022.

Protocol:
Select the protocol. You can select UDP or TCP.

Rate:
The maximum packets or connections can be handled per unit time.

For example, if you configure it as below:

Port: 8022

Protocol: TCP

Rate: 10/min

Then, it means maximum 10 TCP connections can be handled in 1 minute. The
11" connection will be dropped.

5.2.2 IP blacklist

You can set some packets accept speed rules here. When a IP address which
hasn’t been accepted in common rules sends packets faster than the allowed
speed, it will be set as black IP address and blocked automatically.

* Blackast flules
o Aed Ruw
Part Peoaccol e
5060 UoF 120600 X
S wor S ’ A
w7 e ol ’ ~

No Autn Diack 19 Asdress

Figure 5-11 IP Blacklist Settings Page
1) Blacklist rules
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You can add the rules for IP blacklist rate as you wish.

Add Auto Blacklist Rules X

Port®d:
Protocol & |UDP E
IP Packets @

Time Interval @ seconds

o Save & Cancel

Figure 5-12 Add Blacklist Rule
Port
Auto defense port

‘Protocol
Auto defense protocol. TCP or UDP.

-IP Packets
Allowed IP packets number in the specific time interval.

‘Time interval
The time interval to receive IP packets. For example, IP packets 90, time
interval 60 means 90 IP packets are allowed in 60 seconds.

2) IP blacklist
The blocked IP address will display here, you can delete it as you wish.

5.3 System Preference

In this page, we can set other system preference, like the password for admin
account, system date and time, firmware update, hot standby, backup and
restore, reset and reboot.

5.3.1 Password Settings

MyPBX has 3 accounts: admin, user, and cdr. User and cdr account is disabled
by default.

Admin account:

The default password for account “admin” is “password”. To change the
password, select "admin” in “User”, enter the old password and new password,
click “Save”.The system will then prompt you to re-login using your new
password.
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After you enter the new password, MyPBX will prompt the password strength. It
is recommended that you use numbers, upper-case letters, and lower-case
letters to increase the security.

When you log in MyPBX using “admin” account, you can enable “user” and “cdr”
account; also, you can change their passwords.

Chavge Prevword

Erter Now Fasswond. ssssssees ——— e

Rrtype tow Passno] sesssssss
Enatie User Asceunt [Ve v
Enasie COR Aczeem | Mo ~|

y Saee

Figure 5-13 Modify admin’s Password
User account:
User account is disabled by default and its default password is “password”.
When enabling “user” account for the first time, MyPBX will ask you to
change “user” password. If you don’t change it, you can’t enable “user” account.
To change the password, select “user” in “User”, enter the old password and
new password, click "Save”.The system will then prompt you to re-login using
your new password.
After you enter the new password, MyPBX will prompt the password strength. It
is recommended that you use numbers, upper-case letters, and lower-case
letters to increase the security.

Changs Pussmesd

IML'-\nunl Yay hd | I
v

Cratde COR Azzsurt |ho

o Sne

Figure 5-14 Modify user’s Password
After enabling “user” account, you can log in MyPBX using “user”. “user” account
can change its own password.

CDR account:

“cdr” account is disabled by default and its default password is “password”. You
can enable it after you log in MyPBX using “admin” account.

To change the password, select “cdr” in “User”, enter the old password and new
password, click "Save”.The system will then prompt you to re-login using your
new password.

After you enter the new password, MyPBX will prompt the password strength. It
is recommended that you use numbers, upper-case letters, and lower-case
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letters to increase the security.
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Figure 5-15 Modify cdr’s Password
After enabling “cdr” account, you can log in MyPBX using “cdr”. “cdr” account
can change its own password.

5.3.2 Date and Time

Set the date and time for MyPBX.

Server Time: Tew Ju 322251802003

Time Tone: | -£ Unied Sines - Packe Tire v

Doybght Saving Time: | Desabied v

* Automancaly Synchronae WIS An imsmet Tame Server

NP Serve | peot iy oy

Set Darte & Time Masualty
Cwrm

Tre - v AW

Sww Corca
5 4 ¥

Figure 5-16 Configuring Date&Time

‘Time Zone
You can choose your time zone here.

‘Daylight Saving Time
Set the mode to Automatic or disabled

-Automatically Synchronize With an Internet Time Server
Input the NTP server so that MyPBX will update the time automatically

‘Set Date & Time Manually
You can set the time to your local right time manually here

5.3.3 Firmware Update
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Upgrading of the firmware is possible through the Administrator web interface
using a TFTP Server or an HTTP URL.

Enter your TFTP Server IP address and firmware file name, then click start to
update the firmware

Notes:

1. If enabled “Reset configuration to Factory Defaults”, System will restore to
factory default settings.

2. When update the firmware, please don't turn off the power. Or the system will
get damaged.

3. More information for the steps to update the firmware, please refer to this link:
http://www.yeastar.com/download/MyPBX-U5XX/MyPBX_U5XX_FirmwareUpgr
ade_en.pdf

Update System Firmware

Firmware Download Source:

@ HTTPURL © TFTP Server
HTTP URL: |

Reset Configuration to Factory Defaults: [

Start

Figure 5-17 Firmware Update Page

5.3.4 Backup and Restore

We can backup up the configurations before reset MyPBXUS5XX to factory
defaults, and then restore it using this package.

Notes:

1. Only configurations, custom prompts will be backed up, the voicemail and
recording files are not included.

2. When you have updated the firmware version, it's not recommended to
restore using old package.

o Ceoats a Now Backip S Ugioad a Bachup
List Of Praviows Coafiguration Backups

’ MNe=e T Optioms
backup_20120c414_185339 e Sun Ot 14 2 4335 2012 * @ A

Figure 5-18 Backup and Restore Page

5.3.5 Reset and Reboot
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We can reset or reboot MyPBX U5XX via web directly in this page.

Rekost

Homert b0 Tartiny Umbaniie

Raaat 1o Fadtory Dalauds

Figure 5-19 Reset and Reboot Options

Reboot System
Warning: Rebooting the system will terminate all active calls!

‘Reset to Factory Defaults

Warning: A factory reset will erase all configuration data on the system.
Please do not turn off the system until the RUN light begins blinking. Any power
interruption during this time could cause damage to the system.

5.3.6 Hot Standby

Redundancy is achieved by using duplicate hardware and software installations
and synchronizing data and operating state. Redundancy assures smooth
operation even if a system goes down. Essentially a duplicate backup system
takes over with virtually no loss of service. This technique assures absolute
reliability no matter what failure occurs. In mission critical installations,
redundancy is a way to address possibility of any failure.

Note 1: Before enabling the Hot Standby feature, please make sure that the
two servers in the failover pair are the same model, own the same modules
installed in the same slots, the same hardware configurations and firmware
version.

Note 2: Please configure the primary server first and configure the secondary
server only after the running status of primary server becomes “active”.

Note 3: The virtual IP address inputted in this page will be the one used for
registering in each IP phone.

Note 4: Before configuring the Email list in this page, please configure
the “voicemail settings” in "PBX->Basic settings”, and make sure the SMTP test
successfully.

Note 5: Before configure the SMS list; please make sure the SIM and
GSM/UMTS modules are installed well

Page32


http://www.yeastar.com/

70'Yeastar MyPBX U5XX Administrator's Guide

Step 2: Configure the IP sddress and hostname of the primery and secondary servers
Stop 3 Configure Hot Seandby Settings (Examgple)
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Secondary Hosthame W
Secondary ¥ O
Actess Cote ©
Virtusl 1P Adiresy O
Natwork Conmction Detoction
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Figure 5-20 Hot Standby Configuration
Mode: Primary means the main unit; Secondary means the standby unit;
Secondary/Primary Hostname: If this unit mode is primary, then you need
to input the hostname of standby unit; vice versa, if this unit is selected as
secondary, then the hostname of primary unit is required. In brief, you need to
input each other’s host nhame on this field.
IP: You need to input each other’s IP address on this field.
Access code: To make an identification number to verify each other. The
number must be the same to both units.
Virtual IP address: To fill in a virtual IP address includes mask, which is
always points to the currently activated unit. Customer can register IP phones
through this virtual IP address. Please make sure the virtual IP address netmask
is the same on both units but different from their former IP address.
Network Connection Detection: Generally it requires the IP address of the
router or gateway that connects both units. MyPBX will connect another unit
through this IP address.
Down Notification: The way of informing customer that the system down.
Keep Alive: Every 2 seconds, a package will be sent from one unit to another,
which can test whether they are working properly.
Dead Time: The default setting is 120 seconds. If there’s no response within
120s after one receiving a package from the other, then the normal working unit
will figure the other unit is dead and send an email or SMS to report the failure.
Disk Synchronization: It works for synchronizing the data on hard disk only,
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such as the call recording files and CDR files saved in disk. The configurations in
MyPBX will not be influenced by this feature. 3 options are available: timing
synchronization, real-time synchronization and no.

5.3.7 AMI Settings

The Asterisk Manager Interface (AMI) is a system monitoring and management
interface provided by Asterisk. It allows live monitoring of events that occur in
the system, as well enabling you to request that Asterisk perform some action.
The actions that are available are wide-ranging and include things such as
returning status information and originating new calls. Many interesting
applications have been developed on top of Asterisk that take advantage of the
AMI as their primary interface to Asterisk.
There are two main types of messages on the Asterisk Manager Interface:
manager events and manager actions.
The 3™ party software can work with MyPBX using AMI interface. It is disabled
by default. If necessary, you can enable it.
e

e ——.

Ervnde av1
Usex Aarns - e

L IR

1 Retnaee

Porradiag ¥ addean Sutret e O

t A Came

Figure 5-21 AMI Settings
Username & password: after enabling AMI, you can use this username and
password to log in MyPBX AMI
IP Restriction: you can set which IP can log in MyPBX AMI interface

5.3.8 Alert Settings

If the device is attacked, the system will notify users the alert via call or E-mail.
The attack modes include IP attack and Web Login.

More details for the system security configuration, please refer toAPPENDIX
BMyPBX Security Configuration Guide.
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Figure 5-22 Alert Settings

1.IPATTACK
When the system is attacked by IP address, the firewall will add the IP to auto
IP Blacklist and notify the user if it match the protection rule.

1) Phone Notification Settings

-PHONE Notification
Whether enable phone notification.

‘Number

The numbers could be set for alert notification, users can setup multiple
extension and outbound phone numbers. Please separate them by %;”.
Example: *500;9911", if the extension has configured Follow Me Settings, the
call would go to the forwarded number directly.

Attempts
The attempts to dial a phone number when there is no answer.

-Interval
The interval between each attempt to dial the phone number. Must be greater
than 3 seconds, the default value is 10 seconds.

‘Prompt
Users will hear the prompt while receiving the phone notification.

2) E-mail Notification Settings

Note: Please ensure that all voicemail settings are properly configured on the
System Settings -> Voicemail Settings page before using this feature.

E-mail Notification
Whether enable E-mail Notification

‘Recipient’s Name

The recipients for the alert notification, and multiple email addresses are
allowed, please separate them by *;".

Example: jerry@yeastar.com;jason@yeastar.com, 456@sina.com .
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‘Subject
The subject of the alert email.

-Email Content

Text content support for predefined variables. Variable names and
corresponding instructions are as follows:

$(HOSTNAME) Host name

$(LOCALIP) Local IP address

$(SOURCEIP) Attack source IP address

$(DATETIME) Occurred

$(USERNAME) User name (WEBLOGIN effective)

$(DESTMACQC) Attacks destination MAC (IPATTACK effective)
$(DESTPORT) Attacks destination Port number (IPATTACK effective)
$(PROTOCOL) Protocol type (IPATTACK effective)

$(INTERFACE) Network interface name (IPATTACK effective)

IPATTACK X

Phone Motification Settings

Phone Motification:

Number(): (915812345678 |

Attemprits:

Intervall: s
Prompt: | default | Custom Prompts

E-mail Mofification Seftings

E-mail Notification:

Tog): ierry@yeastar com |

Subject |IP Attack |

&} |pbx hostname: S{HOSTNAME)

attack source ip address: 3(SOURCEIF)
attack dest mac:5(DESTMALC)

attack source port3(DESTPORT)
attack source protocol:3(PROTOCOL)
attack occurred 3{DATETIME)

o  Save 44 Cancel

Figure 5-23 IP Attack Configuration

2.WEBLOGIN
Web Login Alert Notification: Enter the password incorrectly five times to login
MyPBX Web interface will be considered as an attack, the system will limit the IP
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login within 10 minutes and notify the user.

WEEBLOGIN X

Phone Motification Settings

Phone Motification:

Number(): (915812345678 |
Attemprits:
Intervall: 5
Prompt Custom Prompts

E-mail Mofification Seffings
E-mail Notification:

Tog): ierry@yeastar com

Subject: | Web Login |

&} |pbx hostname: S{HOSTNAME)

login ip address 5(S0OURCEIP)
login usemame:3{USERMNAME)
login occurred. 3(DATETIME)

o  Save 44 Cancel

Figure 5-24 Web Login Alert Setting

5.3.9 Database Grant

U5XX are using MySQL database from 14.18.0.22. The 3™ party software can
access MySQL via internet. Before that, you need to grant the authority to the
database user.

After entering “Database Grant” page, clicking "Add”, you can add a database

user, set user password and grant authority.
COsbee Cratt

User flame | jascn

|

Database I 00R I Racom

- Sem K cancel
Figure 5-25 Database Grant
Username/password: The 3" party can use this username and password to
access the MySQL.

Database: there are 2 options, CDR and Record. If you choose CDR, then this
user has authority to check CDR database; if you choose Record, then the user
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has authority to check which call has been recorded automatically.

5.3.10 Security Center

You can check MyPBX security configuration in “"Security Center” page. And also,
you can enter the relevant security settings page rapidly.

Firewall:
Flromat) Serece Port
Funehom Stamie Note Tetting
Frwa Swecn | Eraties oo nees Semng |
Dop AV Disabies Gesny |
Elackist s | Caefgeres n y 1t thachtnd WP Blackat |
e Setiege | Configures e skl i atesid el i ons Ay ar s nab- —— |

Figure 5-26 Security Center-Firewall
In the “Firewall” tab, you can check firewall configuration and alert settings. By
clicking the relevant button, you can enter the configuration page directly.

|II

Service:
Faewall Service For
W Siaoen Wotn Satting
7] Diaanies [ Sattng
S5H Enatied [ Settng
e Cratied | Disanied

Figure 5-27 Security Center-Service
In “Service” tab, you can check AMI/SSH/TFTP status. For AMI/SSH, you can
enter the according page by clicking the button in “Setting” column. For TFTP,
you can directly disable or enable it.

Port:
Torunt ) Poa
Nane Port Setting
<8 L0P Pad P | Suttmg
SIP TOP Poat 5160 Seng
=P TLS Pat st61 Seting
WTTP Bled Pant 0 Setng

Figure 5-28 Security Center-Port
In “Port” tab, you can check SIP port and HTTP port. You can also enter the
relevant page by clicking the button in “Setting” column.
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5.4 Storage Management

5.4.1 Disk Management

You can check the information of the hard disk, manage the disk and do some
related configuration.

Device Information
It's the information of the hard disk.

:Disk Management

You can format disk or clean up the disk here.

Note: Please check if you need to back up these files before formatting or
clearing up the hard disk. Don’t power off the device during the period.

:Other Settings

You can:

a. Save Voicemails in the Disk

b. Save One Touch Recording Files in the Disk
c. Save CDR in the Disk

If you want to enable auto recording, please refer to Appendix J

Dwoce rior=aton

Modet: STISML0AS Vendor ATA
Type Dinct-Actoss Revision 0052
Disk Sire 865 61 GB Soroge o 0%

Diic Managament

Foomae dak Claan up Gk

Oeher Settings

Stoes voicemall in sk No =
Rore one fouch eacord mdeke No =]

Stova COR gk No =)

v Swe B Cancel

Figure 5-29 USB Device Management
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5.4.2 External Storage

The External Storage feature is used to extend storage space. Once configured,
the files (voicemail, call recording files) created before the configured days will

be moved to the Net-Disk.

Note: The shared folder must be based on Windows operation system.

Before external storage can be properly configured, an SMB share folder
accessible from MyPBX must be set up on a Windows based machine. Once
that has been set up, please follow the steps below.

Croane a Net-Disk on o chosen computer

Step 1 Chgore o window-Sated computer el is sways in service

Step 2 Croats o lolder

Step 3 Crmate 4 100t e nmneed “starton tf” i B folcher

Step & Share ths frider

[

Figure 5-30 External Storage Settings

Step 1: Choose a window-based computer that is always in service

Step 2: Create a folder

Step 3: Create a text file named "status.txt" in the folder
Step 4: Share this folder

Then we need input the Net-Disk information in step2 page.

)
J

sl

shere Progeriies ”im

Germy | Shang | Clgtoeos

Ta share the kide with oiher woars of be cogade
-j’ ol drag £ 1o the S hased [ pcaarants Inkiee

Ta rake tha ida ot &1 sblohdany parade 20 thet
ol pou have aooate. select ha bobivng chesh. bos

Hebant thasng aned reriat)
§ 13 hnthn kkde wthtuth rmtovek s anet ctben
G (oms o inkconmad e, veec! e S check bee beiow
= wdype » thess rare
] Shae thie bder Ot 9 rmbinh
e e diee
5 o bk teds (o Chargs vy Moy
Lo vioss oboud o 0 el sooind
B Weodawr Fraeed ic configuand o slioey i Sobdes 15 b thares
i OB CONRAEH) Ot s b
Vi ok Wirgkion Famasl sy
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Stap 2: Input the Net-Disk peopenies

Net-Disk HosbilP

Neat-Oizk Shars Name
Nat-Digk Accass Usel Nama
Net-Disk Accens Paszmard

Maove fles cramted bafore. (5 [w| days ago
W Sas R Cancal

Figure 5-31 Enter the Net-disk information

Net-Disk Host/IP:Change this to the IP address of the computer where
backup files will be stored.

Net-DiskShare Name: Change this to the name of the shared folder where
backups will be stored.

Net-DiskShare Username: The user name used to log into the network
share. Leave this blank if it is not required

Net-DiskShare Password: The password used to log into the network
share.Leave this blank if it is not required

If configuringis correctly, open your Windows share folder to see if the
MyPBX backup files and folders has been created.If the contents of the
backup folder look similar to step3 page, then you have successfully
configured external storage on the MyPBX unit.

Stap 1 Stap 2 Steg: 3

Maka sure the seitings e successhully compleind
T'he sottings are succeastaly compioted Il the loidar shaes wp 35 following tgure

J._.

Figure 5-32 Configuring External Storage Successfully
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6 PBX

Click E to access

In this page, we can configure the settings of extension, trunk, inbound call
control, outbound call control, audio settings and the others. When configured
well, we can make calls as scheduled

6.1 Extensions

In this page, we can configure the extensions’ details and provision the
supported models automatically.

6.1.1 FXS/VoIP Extensions

There are three types of extensions supported in MyPBX U5XX: SIP, IAX and
analog extension.

FX50F Dxienuions

+ FXS Extoasions
s —r e — . —— . d——————————————————— - s
1 01 0t e ’ x
€02 802 622 s )
* Vol Extensions
o AddExtwrwins V- Adg Bub Extwrioes L Et s Selected Extrvions 6 Debele The Selctad Extension
Tals € Show 14
- Ervensie Type Taine Callec (0
00 P 0 310 ’ P
101 @ 3 1 / X
\ 3m =P » g ’ x "
0 s M n ’ A |
(il s Eo0 ] b1 | 7’ A ‘
308 S 3 08 X
<rr | [ | Nest> ]

Figure 6-1 Extension List
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FXS Extensions

b FES Exiensions
1 &l B01 =] F »
3 Elx B [=ir r B

Figure 6-2 FXS Extension List

There are two analog extensions in MyPBX U5XX if S2 module is installed, to
modify the extension number, please delete it first, then recreate it again

1) General

Edit Extension - 605 X

’ General || Other Settings |

General
Extension®- Port:
Name®): Caller ID®Y:
Voicemail
Enable Voicemail @  Voicemail Access PIN #&) -
Mail Setting

[ Enable Send Voicemail &
Email Address'ﬁ': | |

Note: Please ensure that the section "'SMTP Settings for Voicemail'(in the “oicemail Settings”)
have been properly configured before using this feature.

Flash

Hook Flash Detection®@ - [1000 ms
Group

Pickup Groupﬁ: EE

Call Duration Setting

Max Call Duration®: I:I 5

Figure 6-3 Edit FXS Extension

Extension

The numbered extension, i.e. 1234, that will be associated with this particular
User / Phone.

‘Port
The extension correspond port.

Page43


http://www.yeastar.com/

®
%90 Yeastar MyPBX U5XX Administrator's Guide

‘Name
A character-based name for this user, i.e. ‘Bob Jones’.

-Caller ID
The Caller ID (CID) string will be used when this user calls another internal user.

2) Voicemail
Enable Voicemail
Check this box if the user should have a voicemail account.

‘Voicemail Access PIN #
Voicemail Password for this extension, i.e. '1234".

3) Mail Setting

:Enable Send Voicemail

Once enabled, the voicemail will be sent to the email address belowas an
attachment.

‘Send Voicemail to Email Address

This option defines whether or not voicemails/Fax is sent to the Email address
asan attachment.

Note: Please ensure that all voicemail settings are properly configured on the
System Settings -> Voicemail Settings page before using this feature.

4) Flash

*Hook Flash Detection

Sets the amount of time, in milliseconds, that must pass since the last
hook-flash event received by MyPBX before it will recognize a second event. If a
second event occurs in less time than defined byHook Flash Detection, then
MyPBX will ignore the event. The default value of Flash is 1000ms, and it can be
configured in 1ms increments.

5) Group

Pickup Group

If this extension belongs to a pickup group, any calls that ring this extension can
be picked up by other extensions in the same pickup group by dialing the Call
Pickup feature code (default *4).

Note: *4 is the default setting, it can be changed under Feature Codes ->
General -> Call Pickup.

6) Call Duration Settings
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Setup the max cull duration for every call of this extension, but it’s only valid for
outbound calls. Enter ‘0’ or leave this blank empty, the value would be equal to
the max call duration configured in the Option Settings page.

Note: This setting will not be valid for internal calls.

Other Settings

Edit Extension - 601 X

| General | Other Settings ‘
Other Options
[ Call Waiting®@® '] pnD @ User Web Interface®  Ring Outé®: 30
Follow me
O] Always
@ Voicemail
Follow me: Mo answer Transfer to:
) Number
When Busy
Volume Settings
Rxgain@': 40% [~] T){gainii': 40% E2
Mability Extension
[”] Enable Mobility Extension Mobility Extension Number®d -
Spy Seftings
[[] Allow Being Spied Spy Modes: | —— |E|
o Save #& Cancel

Figure 6-4 FXS Extension Other Settings

7) Other options

-Call Waiting

Check this option if the extension should have Call Waiting capability.If this
option is checked, the ‘When busy’ follow me options will not be available.

-DND
Don’t Disturb.

-User Web Interface
Check this option to allow the user to login to the MyPBX User Web interface,
which can be used to access voicemail and extension recordings. Users may
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login the MyPBX User Web interface by using their extension humber and
voicemail PIN # as the login and password respectively.

‘Ring Out
Check this option if you want to custom the ring time. Tone will stop over the
time defined

8) Follow me (Call Forwarding)
This function sets inbound call forwarding on an extension. An administrator can
configure FollowMe for this extension

9) Volume Settings
Rxgain: The Volume sent to FXS extension.
Txgain: The Volume sent out by the FXS extension

10) Mobility Extension

MyPBX allows you to use your mobile phone as extension. If you set your mobile
phone as mobility extension and then you call MyPBX with this mobility phone,
you will hear a dial tone. MyPBX will recognize your call as a call from an
extension. You can dial the number of other extensions (Your caller ID will be
the number of your extension) or dial out via outbound routes just like dialing
from your extension.

Note: If callback is enabled in the inbound route, the mobility extension
function of this inbound route will be disabled

11) Spy Settings

MyPBX allows extension to monitor/barge in other conversation. Once this
feature is enabled, the extension has the ability to monitor/barge in other calls
using the feature codes for each spy mode, refer to 'Feature Codes' page for
more information.

Spy modes

There are 4 spy modes available for choice:

General spy: you have the permission to use the following 3 modes.

Normal spy: you can only hear the call, but can't talk

Whisper spy: you can hear the call, and can talk with the monitored extension
Barge spy: you can hear the call and talk with them both

Note: for example,if 500 want to monitor extension 501, we need to enable the
'allow being spied ' for 501, and choose the spy mode for extension 500.

Then pick up 500 and dial “feature codes + 501" to start monitoring when 501
is in a call

If 500 choose ‘normal spy’, it should dial’*90501’ to start monitoring;
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If 500 choose ‘whisper spy’, it should dial **91501’ to start monitoring;

If 500 choose ‘barge spy’, it should dial **92501’ to start monitor;

If 500 choose ‘general spy’, it can dial **90501’,*91501" or **92501’ to start
monitor.

VoIP Extensions

A VOIP extension is a SIP/IAX Account that allows an IP Phone or an IP Soft-
Phone client to register onMyPBX

+ VolP Extensicns

o Add Extenyon | V) Add Buk Exdensions | & Edi the Selncied Extoesions . Delete The Selectnd Extension
Totd & Show 15

- Extrmvion Type [l Cafles 10
[ N0 &P 00 00 ’ X
’ 1 sp 01 0 ’ =
n SP M2 2 s ~
l 33 P 03 103 / X
M SP Ma e s A
' s = 5 05 ’ A
e | I [Ne]

Figure 6-5 VOIP Extension List
We can click ‘Add extension’ to start.

Edit Extension - 6010 X

f General ” Other Settings |

General

Type: Extension® : Password ¥
Name&d - Caller IDED-

Voicemail
Enable Voicemail &  Voicemail Access PIN #89 - [5010
Mail Setting

[T] Enable Send Voicemail®
Email Address @ | |

Note: Please ensure that the section "SMTP Settings for Voicemail'(in the Voicemail Settings’)
have been properly configured before using this feature.

Group
Pickup Gmup@: EE

Call Duration Setting

Max Call Duration - I:l 5

VolP Settings
NATED - [ Qualify: Enable SRTPE - [

Transport: ﬂ DTMF Mode@- | RFC2833 [~ Register Remaotely@ - []

==

Figure 6-6 Add/Edit VOIP Extension
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1) General

Type

Extension type: SIP,IAX or SIP/IAX.

SIP - The extension sends and receives calls using the VoIP protocol SIP.
IAX -The extension sends and receives calls using the VoIP protocol IAX.

:Extension
The numbered extension, e.g. 1234, that will be associated with this particular
User / Phone.

-Password
The password for this extension, e.g."12t3f6"

‘Name
A character-based name for this user, e.g."Bob Jones”

«Caller ID
The Caller ID will be used when this user calls another internal extension.

2) Voicemail
Enable Voicemail
Check this box if the user should have a voicemail account.

‘Voicemail Access PIN #
The voicemail Password for this extension, i.e. '1234’.

3) Mail Setting
This option defines whether or not voicemails or faxes are sent to an Email
Address as attachment.

Enable Send Voicemail
Once enabled, the voicemail will be sent to email as an attachment.

‘Email Address

Email address used to receive the voicemail or Fax.

Note: Please ensure that the section 'SMTP Settings For Voicemail'(in the
'Voicemail Settings') have been properly configured before using this feature.

4) Group

Pickup Group

If this extension belongs to a pickup group, any calls that ring this extension can
be picked up by other extensions in the same pickup group by dialing the Call
Pickup feature code (default is *4).
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Note: *4 is the default setting, it can be changed under Feature Codes ->
General -> Call Pickup.

5) Call Duration Settings

Setup the max cull duration for every call of this extension, but it’s only valid for
outbound calls. Enter “0” or leave this blank empty, the value would be equal to
the max call duration configured in the Option Settings page.

Note: This setting will not be valid for internal calls.

6) VoIP Settings

‘NAT

This setting should be used when the system is using a public IP address to
communicate with devices hidden behind a NAT device (such as a broadband
router). If you have one-way audio problems, you usually have problems with
your NAT configuration or your firewall's support of SIP and/or RTP ports.

‘Qualify
Send check alive packets to IP phones

‘Enable SRTP
Enable extension for SRTP (RTP Encryption).

Transport
This will be the transport method used by the extension. The options are UDP
(default) or TCP or TLS.

‘DTMF Mode - RFC2833, Info, Inband, Auto.

Remote Register

Allow to register remote extensions.

If you enable "Remote Register”, the extension password must include
uppercase letters, lowercase letters, and digits.

This option is used to enhance the system security, it's disabled by default.
More details for the system security configuration, please refer to APPENDIX B

MyPBX Security Configuration Guide

Other Options
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Add VolP Extension X

| General || Other Settings |
Other Options
[ Call Waiting® [C] DND& User Web Interface®  Ring Out@®: 30
Follow me
[C] Always
@ Voicamail
Follow me: Mo answer Transfer to:
) Number
When Busy
IP Restriction
[C| Enable IP Restriction®d -
Permitted 'IP address/Subnet mask' 1 &
Permitted 'IP address/Subnet mask' 2 &
Permitted 'IP address/Subnet mask' 3 &
Permitted 'IP address/Subnet mask' 4 -
Mobility Extension
[T Enable Mobility Extension Mobility Extension Number:
Spy Settings
[T Allow Being Spied Spy Modes: | —— E|
W Save 24 Cancel

Figure 6-7 VOIP Extension Other Settings

7) Other Options

.Call Waiting

Check this option if the extension should have Call Waiting capability.If this
option is checked, the ‘When busy’ follow me options will not be available. The
call waiting function of IP phone has higher priority than MyPBX’s call waiting
function.

.DND
Don‘t Disturb. When DND is enabled for an extension, the extension will be not
available.

.User Web Interface

Check this option to allow the user to login to the MyPBX User Web interface,
which can be used to check voicemail and extension recordings. Users may login
MyPBX User Web interface by using their extension number and voicemail PIN #
as the login and password respectively.
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.Ring Out
Check this option if you want to customize the ring time. Ring tone will stop over
the time defined.

8) Follow me (Call Forwarding)

Call forwarding for an extension can be configured here. The administrator can
configure FollowMe option for this extension. If you want to transfer the call to
an outbound number, please follow the dial pattern of outbound route filled in
the outbound number.

For example: transferring to your mobile phone number 123456789, the dial
pattern of outbound route is '9.’, you should fill in 9123456789 here.

9) IP Restriction

:Enable IP Restriction

Check this option to enhance the VoIP security for MyPBX.If this option is
enabled, only the permitted IP/Subnet mask will be able to register this
extension number. In this way, the VoIP security will be enhanced.

More details for the system security configuration, please refer to APPENDIX B
MyPBX Security Configuration Guide.

‘Permitted 'IP address/Subnet mask’

The input format should be 'IP address’+’/'+’Subnet mask’.
e.g."192.168.5.100/255.255.255.255" means only the device whose IP
address is 192.168.5.100 is allowed to register this extension number.
e.g."192.168.5.0/255.255.255.0" means only the device whose IP address is
192.168.5.XXX is allowed to register this extension number.

10) Mobility Extension

MyPBX allows you to use your mobile phone as extension. If you set your mobile
phone as mobility extension and then you call MyPBX with this mobility phone,
you will hear a dial tone. MyPBX will recognize your call as a call from an
extension. You can dial the number of other extensions (Your caller ID will be
the number of your extension) or dial out via outbound routes just like dialing
from your extension.

Note: If callback is enabled in the inbound route, the mobility extension
function of this inbound route will be disabled.

11) Spy Settings

MyPBX allows extension to monitor/barge in other conversation. Once this
feature is enabled, the extension has the ability to monitor/barge in other calls
using the feature codes for each spy mode, refer to 'Feature Codes' page for
more information.
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*spy modes

There are 4 spy modes available for choice:

General spy: you have the permission to use the following 3 modes.

Normal spy: you can only hear the call, but can't talk

Whisper spy: you can hear the call, and can talk with the monitored extension
Barge spy: you can hear the call and talk with them both

Note: for example,if 500 want to monitor extension 501, we need to enable the
'allow being spied ' for 501, and choose the spy mode for extension 500.

Then pick up 500 and dial “feature codes + 501" to start monitoring when 501
is in a call

If 500 choose ‘normal spy’, it should dial’*90501’ to start monitoring;

If 500 choose ‘whisper spy’, it should dial **91501' to start monitoring;

If 500 choose ‘barge spy’, it should dial **92501’ to start monitor;

If 500 choose ‘general spy’, it can dial **90501',*91501" or **92501’ to start
monitor.

6.1.2 Phone Provisioning

The Auto Provision sub menu provides users a method to Auto Provision IP
Phone after the Express Setup process.

Note: Auto Provision functions fully test with these models:

Yealink (T12, T18, T20, T22, T26, T28, T32, T38, VP530, VP-2009)

Snom (300, 320, 360, 370)

Snom (300, 320, 360, 370)

Polycom (IP 6000, IP 7000, IP 32X, IP33X, IP430, IP450, IP550, IP560,
VVX1500)

Cisco (IP7940, IP7960)

Aastra(9480i, 9480i-CT, 6730i, 6731i, 6753i, 6755i, 6757i, 6757i CT, 6737i)
GrandStream(GXP1450, GXP2100, GXP2110, GXP2120)

Escene(ES220, ES320, ES330, ES410, ES620)

Fanvil(C56, C58, C60, C62)

News:
When provisioning Yealink, Grandstream, Fanvil, Shom IP phone,
MyPBX is not needed to be set as the only DHCP server any more.
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Figure 6-8 Phone Provisioning Page

6.1.2.1 General Settings for Yealink

In this page, you can configure it before provisioning Yealink IP phones,
including the items like general preferences, codecs, remote phone book and
firmware upgrade.

Note: if firmware download server is enabled, IP phone will update the firmware
automatically according the version and server you have configured during the
provision process.

Go Boch o Phone Proyisioning

Ganarsl Pratarsnces Cotacs Ramaoe Prane Bock Femware Downlaad Sorver
Langmge U Engen =
Web server Type HTTRPEMTTES <]

Admin Passwend & Frog © profix
admin

Time Zooa  +8 ChinsBaging) -

Powmary NTP Soarver o peolntp org

Secoodary NTP Sever o pool nip org
Dayight Saving Time  Dkeatiod -l
Time Format 12 Mowr .|

Dete Formae  'WWW MMM OD

o1

Voicomal Yes
PhEURL ® Automatic Custom

W Same A Concel

Figure 6-9 General Settings for Yealink

6.1.2.2 Aastra General Settings

In this page, you can configure it before provisioning Aastra IP phones,
including the items like general preferences, program keys configuration, soft
keys configuration.
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Figure 6-10 General Setting for Aastra

6.1.2.3 Phone book
You can add your contacts here and when you use phone provisioning, IP phone
will download the phone book.

o A Contact Go Back to Phons Provisning

* Contacys

Tetd 0 Shew 0-0

No Contact Dedined
Deny Lisa

Totd 0 Shew 0-0

No Owery List Defined

5 Upload Praneta ok

Noty

No Phomsbook Uploaded

Figure 6-11 Phone Book
1) Add Contact
Type
There are three types: None, VIP and Deny list (Blacklist).

Group
There are 5 groups: None, Friends, Family, Work, Colleagues list.

Nick Name
You can set a nick name for this number.

-Favorite
Only works with snom phone.

-Organization
Input the organization of this contact. Only works with snom phone.
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Title
Input the title of this contact. Only works with snom phone.

:Email
Input the email of this contact. Only works with snom phone.

‘Birthday
Input the birthday of this contact. Only works with snom phone.

‘First Name
Input the first name of this contact. Only works with snom phone.

Family Name
Input the family of this contact. Only works with snom phone.

-Office Number
Input the office number here

*Mobile Number
Input the mobile number here

‘Home Number
Input the home number here

*Sub Number
Add sub number of this contact. Only works with snom phone.

‘Note
Take some note of this contact. Only works with snom phone.
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Type: NI | Group: | None E3
Nick Name @ Favorite®:  No B3
Grganizatiun@: Title®-
Email®: Birthday &
First Name & Family Name -
Office Mumber: Mobile Number:

Homa Number:

Sub Number®&®

Sub Mame: Sub Mumber: +Add Sub

Note &

W Save #& Cancel

Figure 6-12 Add a Contact
2) Upload Phonebook
You can upload a phonebook before auto provision, which will be provisioned to
the IP phone when using auto provision feature to configure your IP phones. The
format of phonebook should be *.xml.

Note: All the existing phonebooks of the IP phone will be replaced automatically
if the phonebooks are configured in this way.

6.1.2.4 Configure phone

Let's take provisioning Yealink as an example.

Create New Phone have two modes,

Create New phone in webpage and Upload the IP Phone’s configure file.

Add new phone via webpage
Click “Add Phone” and fill in the corresponding information in the pop-up
window.
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General ” Codecs ” Memory Key Setfings ” Line Keys Seffings |
Enabled: | Yes v| NewConfigh) -
MAC Address: [001565 | Name:| ]
Manufacturer: | Yealink b | Phone Type:
Call Waiting: |Enabled v| Key As Send:
Auto Redial: | Disabled v| Auto Answer:
Phone Book: | Enabled v
Line
[1 Line1t Extension: R Label: Line Active:
[ Linez Extension: R Label: Line Active:
[ Lines Extension: e Label: Line Active:
[ Lines Extension: w Label: Line Active:
] Lines Extension: w Label: Line Active:
[ Lines Extension: w Label: Line Active:
W Save 44 Cancel

Figure 6-13 Configure Yealink T28
1) General

-Enabled
Choose yes or no to enable or disable this extension

‘New Config
If your IP phone’s firmware version is above x.70.x.x, you should select “Yes”.
Or else, it should be “"No”.

+ MAC address
Input the MAC address of IP phone

Name
Put the name of this Phone here.

Manufacturer
You can choose the Manufacturer of IP phone

Phone Type
Choose the model of your phone. Only for shom phone
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-Call Waiting
This call feature allows your phone to accept other incoming calls to an
extension already in an active call.

‘Key as Send
Configure the key as send, you choose # ,* or disable it

«Auto redial
Enable the auto redial for IP Phone

-Auto answer
Configure if auto answer is allowed for IP phone

Phone book
Enable the feature of phone book of IP phone

‘Line

You can set each line of IP phone for the account you want, active or not.
Extension: Selected the extension number for IP Phone.

Label: It is shown on the LCD for users to identify the account.

Line Active: You can choose on/off to enable/disable the account respectively.

2) Codecs
In this page, we can set the codecs for IP phone.

Add Phone X

. General | Codecs | | Memory Key Setlings | | Line Keys Settings |
Audio Codec
® Aas General O Custom
Dizable Codecs Enable Codecs
G723 53 e PCMA
G723 63 PCMU
G726-16 - G729
GT726-24 G722
G726-32 —
G726-40
e
o Save J£ Cancel

Figure 6-14 Select the Codec
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3) Memory key settings
In this page, we can configure the DSS keys of IP phone one by one.

General | Codecs ” Memory Key Settings | Line Keys Settings |
Memory Key
Key Type Walue Line Extensicn
[] DSSKeyl |[MA L line1 L
[ DSS5Key2 |HWA L¥ line1 L¥
[ DS5Key3 |MWA L¥ line1 L¥
[0 DSSKeys HA w line1 W
[ DssSKeys |NA W line1 w
[ DsSKeys HA W line1 w
[ DSSKey? MA e line1 w
[ DSS5Keyd |MA L line1 L
[ DSSKeyd |H/A L line1 L
[0 DSSKey1d |MA w line1 w
o Save J£ Cancel

Figure 6-15 Configure Memory Key
4) Line keys settings
We can configure the line key settings for this IP phone

Memory Key Setlings " Line Keys Settings |
Line Keys Settings
Key Type Value Label Line Extension
[l LineKey1 |MN/& L¥ Line1 L¥
[l LineKey2 |MN/& L¥ Line2 L¥
[l LineKey3 |MN/& L¥ Line3 L¥
[ LineKey4 |MA W Line4 W
[] LinekKeys | M& w Line5 w
[ LineKeys |MiA W Line& W
o Save J£ Cancel

Figure 6-16 Configure Line Key
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6.1.2.4 Not configured phone
In this section, MyPBX will scan all the supported IP phones and display here, we
can click the 'MAC address' of IP phone and input the corresponding information
in the pop-up window, like figure 6-13.
+ Not Comfigured Phone

Configuie the Seleciod Promes 4% Rovesh

- o MAC Addiuss Mttt Phood Typu
1 0254512084 Yeakh -
Yeaih

Youloh

Yeakok
Yeawh 20

<o | Il [Nt ]

mone e o

Figure 6-17 Not Configured Phone List

6.1.2.5 Upload a file
Click “Upload a file” and choose the configure file of IP phone in the popup
window.
Note: the file format must be

Yealink: .cfg file

Snom: .htm file

Grandstream: .xml file

Please edit the configuration files in advance before uploading.

i Uplaid & e

Mo Filas Found.

Figure 6-18 Upload Configuration File
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6.2 Trunks

6.2.1 Physical Trunk

Multi physical trunks are supported in MyPBXU5S5XX, Ilike E1,
BRI,PSTN,GSM/UMTS. There will be 2 E1 ports fixed inside,for other trunks,
please make sure you have installed the modules inside, BRI trunk requires B2
module, PSTN trunk requires the 02, while GSM/UMTS trunk needs to install the
GSM/UMTS modules inside.

Note:
E1/T1/31 trunk in MyPBX U5XX
MyPBX U500 MyPBX U510 MyPBX U520
number of 0 1 2
E1/T1/]1
[ Pvaamea NG
' EVTY
Trush Warme Made Type Shynaing Fehu Cancnbistion
E1Trmet E1 PRICPE On |
EtTrank2 3 PRICPE O
» BRI Trunk
‘ BiTrari3 3 ’ \
BiiTrenhé 4 ’
BiiTrena7 7 ’ ‘
BiTramiB 8 s
+ Analog Trumk
I ——
; pentd 13 s ‘
| psid ° s
¢ GSMUNTS Trask
Truek Warme [ Type
| GSM 1 GSu . |

Figure 6-19 Physical Trunk List

E1/T1 trunk

In this page we can configure the details of E1 trunk, before configuring
anything, please make sure the cable is fine, and you have got enough
information from the ISDN provider.
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L
#° Yeastar
' EIM
Trvunh Mame e Type
| E1Tanks £t
| E1Tani2 £1

Sigraling Lr90 Camerliatins
FRICFE on s
PRI.CPE On s

Figure 6-20 E1 Trunk

On the Physical Trunk page, click ‘Edit’ on the selected trunk and modify its

properties in the popup window:

Edit Digital Trunk X

Trunk Name

Signaling:

Switch Type® -
Reset Interval & 5

Overlap Dial o

Enable Facilih,r@:

CRe

Echo Cancellation@:

Mode Type:
PRI Dialplan &3
PRI Local Dialplan &
PRI Indication
N&iD.
Codec:
Echo Training@:

o Save

Caller ID Prefix
International Prefix: MNational Prefix:
Local Prefix: Private Prefix:
Unknown Prefix:
DOD Settings
Global DOD:
DOD: Associated Extension: tAdd DOD

2% Cancel

Figure 6-21 Edit E1 Trunk

« Trunk name
Set the trunk name

‘Signaling
PRI-NET, PRI-CPE,MFC/R2,SS7

Mode Type
E1/T1/11

-Switch Type
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national: National ISDN type2 (common in the US)

nil: National ISDN type 1

dms100: Nortel DMS100

4ess: AT&T 4ESS

5ess: Lucent 5ESS

euroisdn: EuroISDN

gsig: Minimalistic protocol to build a "network" with two or more PBX of different
vendors!

‘PRI Dial Plan

Sets an option required for some (rare) switches that require a dial plan
parameter to be passed. This option is ignored by most PRI switches. It may be
necessary on a few pieces of hardware. This option can almost always be left
unchanged from the default.

‘Reset interval

Set the time in seconds between restart of unused channels. Some PBXs don't
like channel restarts. so set the interval to a very long interval e.g. 100000000
or 'never' to disable *entirely*. If you are in Israel, the following is important:
As Bezeq in Israel doesn't like the B-Channel resets happening on the lines, it is
best to set the reset interval to 'never' when installing a box in Israel. Our past
experience also shows that this parameter may also cause issues on local
switches in the UK and China.

‘PRI Local Dial Plan

Sets an option required for some (rare) switches that require a dial plan
parameter to be passed. This option is ignored by most BRI switches. It may be
necessary on a few pieces of hardware. This option can almost always be left
unchanged from the default.

-Over Lap Dial

Define whether MyPBX can dial this switch using overlap digits. If you need
Direct Dial-in (DDI; in German "Durchwahl") you should change this to yes, then
MyPBX will wait after the last digit it receives.

‘PRI Indication

Tells how Device should indicate Busy() and Congestion() to the switch/user.
Accepted values are:

inband: Device plays indication tones without answering; not available on all
PRI/BRI subscription lines .

outofband: Device disconnects with busy/congestion information code so the
switch will play the indication tones to the caller. Busy() will now do same as
setting PRI_CAUSE=17 and Hangup().
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‘Facility Enable
To enable transmission of facility-based ISDN supplementary services (such as
caller name from CPE over facility).

*NSF

Used with AT&T PRIs.If outbound calls are being rejected due to "Mandatory
information element missing" and the missing IE is 0x20, then you need this
setting.

CRC
CRC Verification.

Codec
Default ,A-Law,U-Law.

:Echo Cancellation
Obviously this disables or enables echo cancellation, it is recommended to not
turn this off.

1) CallerID Prefix

‘International Prefix

When there are international calls coming in via this BRI trunk, the International
Prefix you have set here will be added before the CID. So you can know this is
an international call before you answer it.

‘National Prefix

When there are national calls coming in via this BRI trunk, the National Prefix
you have set here will be added before the CID. So you can know this is a
national call before you answer it.

‘Local Prefix
When there are Local calls coming in via this BRI trunk, the Local Prefix you have
set here will be added before the CID. So you can know this is a local call before
you answer it.

‘Private Prefix

When there are Private calls coming in via this BRI trunk, the Private Prefix you
have set here will be added before the CID. So you can know this is a Private call
before you answer it.

‘Unknown Prefix
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When there are calls with unknown number coming via this BRI trunk, the
Unknown Prefix you set here will be shown as the caller ID.

2) DOD Setting
DOD (Direct Outward Dialing) means the caller ID displayed when dialing out,
before configure this, please make sure the provider supports this feature

-Global DOD
Global direct outward dialing number.

-DOD
Direct Outward Dialing Number.

-Associated Extension
The extension make call out via BRI Trunk will display the associated DOD.

BRI Trunk

Basic Rate Interface (BRI, 2B+D, 2B1D) is an Integrated Services Digital
Network (ISDN) configuration intended primarily for use in subscriber lines
similar to those that have long been used for plain old telephone service. The
BRI configuration provides 2 bearer channels (B channels) at 64 kbit/s each and
1 data channel (D channel) at 16 kbit/s. The B channels are used for voice or
user data, and the D channel is used for any combination of data,
control/signalling, and X.25 packet networking

BRI Tiink

BuiTrunkd 3 #
EisiTrunkd 4
BirfTrunk ¥ )
BriTrunkB g #

Figure 6-22 BRI Trunk

Click edit to configure the details of BRI trunks
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Edit BRI Trunk - BriTrunk3 X

Trunk Name®: BriTrunk3|

Signaling: BRI-CPE  [~] Switch Type® - |euroisdn  [+|
PRI Dialplan @ |unknown  [+] Reset Interval & - | never [=]s
PRI Local Dialplan @ |unknown  [=] Overlap Dial @ - |no [=]
PRI Indication & | Inband E3 Enable Facility € Enabled  [+|
Nsf¥- none B Echo Cancellation® - | Off B
Hide Caller ID&- No (=] Codec: | alaw (=]
Caller 1D Prefix
International Prefix: Mational Prefix:
Local Prefix: Private Prefix:
Unknown Prefix:
DOD Settings
Global DOD:
DOD: Associated Extension: 601 E tAdd DOD

o Save | |3 Cancel

Figure 6-23 Edit BRI Trunk
*Trunk Name
A unique label used to identify this trunk when listed in outbound rules,
incoming rules, etc. E.g."BriTrunk1”

-Signaling

Signaling method

BRI-CPE: ISDN BRI in TE mode and Point to Point.
BRI-CPE-PTMP: ISDN BRI in TE mode and Point to multi Point.
BRI-NET: ISDN BRI in NET mode and Point to Point.
BRI-NET-PTMP: ISDN BRI in NET mode and Point to multi Point.

-Switch Type

National: National ISDN type2 (common in the US)

nil: National ISDN type 1

dms100: Nortel DMS100

4ess: AT&T 4ESS

5ess: Lucent 5ESS

euroisdn: EuroISDN

gsig: D-channel signaling protocol at Q reference point for PBX networking.
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‘PRI Dial Plan

Sets an option required for some (rare) switches that require a dial plan
parameter to be passed. This option is ignored by most BRI switches. It may be
necessary on a few pieces of hardware. This option can almost always be left
unchanged from the default.

‘Reset interval

Sets the time in seconds between restart of unused channels. Some PBXs don't
like channel restarts. so set the interval to a very long interval e.g. 100000000
or 'never' to disable *entirely*. If you are in Israel, the following is important:
As Bezeq in Israel doesn't like the B-Channel resets happening on the lines, it is
best to set the reset interval to 'never' when installing a box in Israel. Our past
experience also shows that this parameter may also cause issues on local
switches in the UK and China.

‘PRI Local Dial Plan

Sets an option required for some (rare) switches that require a dial plan
parameter to be passed. This option is ignored by most BRI switches. It may be
necessary on a few pieces of hardware. This option can almost always be left
unchanged from the default.

-Over Lap Dial

Whether MyPBX can dial this switch using overlap digits. If you need Direct
Dial-in (DDI; in German "Durchwahl") you should change this to yes, then
MyPBX will wait after the last digit it receives.

‘PRI Indication

Tells how Device should indicate Busy() and Congestion() to the switch/user.
Accepted values are:

inband: Device plays indication tones without answering; not available on all
PRI/BRI subscription lines .

outofband: Device disconnects with busy/congestion information code so the
switch will play the indication tones to the caller. Busy() will now do same as
setting PRI_CAUSE=17 and Hangup().

-Enable Facility
To enable transmission of facility-based ISDN supplementary services (such as
caller name from CPE over facility).

‘NSF

Used with AT&T PRIs.If outbound calls are being rejected due to "Mandatory
information element missing" and the missing IE is 0x20, then you need this
setting.
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Echo Cancellation
Obviously this disables or enables echo cancellation, it is recommended to not
turn this off.

‘Hide CallerID
If you want others to see your CID, please disable this option.

Codec
You can choose alaw or ulaw codes.

1) CallerID Prefix

-International Prefix

When there are international calls coming in via this BRI trunk, the International
Prefix you have set here will be added before the CID. So you can know this is
an international call before you answer it.

‘National Prefix

When there are national calls coming in via this BRI trunk, the National Prefix
you have set here will be added before the CID. So you can know this is a
national call before you answer it.

‘Local Prefix
When there are Local calls coming in via this BRI trunk, the Local Prefix you have
set here will be added before the CID. So you can know this is a local call before
you answer it.

‘Private Prefix

When there are Private calls coming in via this BRI trunk, the Private Prefix you
have set here will be added before the CID. So you can know this is a Private call
before you answer it.

‘Unknown Prefix
When there are calls with unknown number coming via this BRI trunk, the
Unknown Prefix you set here will be shown as the caller ID.

2)DOD Setting
-Global DOD
Global direct outward dialing number.

-DOD

Direct Outward Dialing Number.

-Associated Extension

The extension make call out via BRI Trunk will display the associated DOD.
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PSTN trunk

The public switched telephone network (PSTN) is the network of the world's
public circuit-switched telephone networks

+ Analog Trunk
Tiunk Mama Paa
peinid 13 #
pein1d L] #

Figure 6-24 PSTN Trunk

Click edit to configure more details

Edit Analog Trunk - pstn13 X

Trunk Name®-  psin13|

Wolume Setting'ﬁ': 40% |E|
Busy Detection
Busy Detection®? - Yes |Z|

Busy Count®d- 4
Busy Interval®: 1
Busy Pattern® -
Frequency Detection®:  No (-]
Busy Frequen{:g,rﬁ' :

Polarity Detection®: No  [~]

Advanced Options
Caller ID Start®: | Ring =] caller ID Signaling®: |Bell-UsA  [~|

Caller ID Detection®- | Yes E‘

o Save & Cancel

Figure 6-25 Edit PSTN Trunk

*Trunk Name
A unique label used to identify this trunk when listed in outbound rules,
incoming rules, etc. E.g."pstn5”

‘Volume Setting
Used to modify the volume level of this trunk. Normally, this setting does not
need to be changed.
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1)Busy Detection

‘Busy Detection

Busy Detection is used to detect far end hang-up or for detecting a busy signal.
Select “Yes” to turn this feature on.

Busy Count

If Busy Detection is enabled, it is also possible to specify how many busy tones
to wait for before disconnecting the call. The default is 4, but better results can
be achieved if set to 6 or even 8. Remember, the higher the number, the more
time will be required to release a channel. A higher setting lowers the
probability that you will encounter random hang-ups.

‘Busy Interval
The busy detection interval

Busy Pattern

If Busy Detection is enabled, it is also possible to specify the cadence of your
busy signal. In many Countries, it is 500msec on, 500msec off. Without Busy
Pattern specified, MyPBX will accept any regular sound-silence pattern that
repeats <Busy Count> times as a busy signal. If you specify Busy Pattern, then
MyPBX will further check the length of the tone and silence, which will further
reduce the chance of a false positive disconnect.

‘Frequency Detection
Used for Frequency Detection (Enable detecting the busy signal frequency or
not).

Busy Frequency
If the Frequency Detection is enabled, you must specify the local frequency.

-Polarity Detection
Configure if the call needs to be hung up when a polarity signal arrived

2)Advanced Options

-Caller ID Start

This option allows you to define the start of a Caller ID signal:

Ring:Start when a ring is received (Caller ID Signaling: Bell_USA, DTMF).
Polarity: Start when a polarity reversal is started (Caller ID Signaling:
V23_UK,V23_JP,DTMF).

Before Ring:Start before a ring is received (Caller ID Signaling: DTMF).
-Caller ID Signaling

This option defines the type of Caller ID signaling to use. It can be set to one of
the following:

Bell: bell202 as used in the United States
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v23_UK: suitable in the UK

v23_Japan: suitable in Japan

v23-Japan pure: suitable in Japan

DTMF: suitable in Denmark, Sweden, and Holland

.Caller ID Detection
For fxo trunks, this option forces MyPBX to clarify Caller ID incoming calls

GSM/UMTS Trunk

GSM/UMTS trunks are supported in MyPBXU5XX if you have got the GSM/UMTS
module and SIM cards installed. One GSM/UMTS trunks support only one SIM
card for one concurrent call.

¢ GSMLIETS Trusk

GEM1 1 GSM #

Figure 6-26 GSM/UMTS Trunk

Click edit to configure more details.

Edit GSM Trunk - GSM1 X

General
Trunk Name @ GSM1

Volume Seﬂing@': 40% El
PIN Code:

o Save & Cancel

Figure 6-27 Edit GSM/UMTS Trunk

Trunk Name
A unique label used to identify this trunk when listed in outbound rules,
incoming rules, etc. E.g."GSM9”

‘Volume Setting
Used to modify the volume level of this trunk. Normally, this setting does not
need to be changed.

‘Pin Code
Please enter your SIM card pin code here if your card has a pin code
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6.2.2 VOoIP Trunk

There are two types of VOIP trunk in MyPBX: SIP and IAX, in this page, we can
also configure the ‘service provider’ trunk, which doesn’t need the use name
and password for authorization, when you have bought a trunk from provide
with IP address only, please choose ‘service provider’ trunk .

* VolP Trank

Prowider Nanw Tyw oot User Moo
Yeortw P 192 148 4 142 S0 s’ )

+ Sorvice Providers
o Add Senden Provider

Suppoet Tel sp 192 148 218 7 "

Figure 6-28 VOIP Trunk

6.2.2.1 VoIP Trunk
In this page, we can configure VoIP trunk (SIP/ IAX) you have got from provider
with the authorization name and password.

» VoI Trunk

o Aca ValP Tk
Provided Hasrw Type Tostnamut* Uner Mame
Yeasta P 192 1625 136 »5 s, A

Figure 6-29 VOIP Trunk
1) Add VoIP Trunk
Input correct SIP information (provide by VoIP provider). Inaccurate
information will prevent the trunk from registering.

Page72


http://www.yeastar.com/

%9 Yeastar MyPBX U5XX Administrator's Guide
Type:
Provider Mame: |
Hostname/IP: | 5080
Domain: |
User Mame: |

Authorization Mame: |

Paszzword: |

From User: |

Online Mumber®d - |

Maximum Channels® - |':I |

Caller D& - | |

Realm - | |
[] Enable Qutbound Proxy Senver

Transport: Enable SRTPY:[]  qualify:
DTMF Mode: |rfc2833 w

DOD Settings
DOD: Associated Extension: tAdd DOD
o Save | @€ Cancsl
Figure 6-30 Add a SIP Trunk
Type

SIP - Identifies whether the trunk sends and receives calls using the VoIP
protocol SIP

‘Provider Name
A unique label to help you identify this trunk when listed in outbound rules,
incoming rules etc. E.g."yeastar”

Hostname/IP
Service provider’'s hostname or IP address.5060 is the standardport number
used by SIPprotocol. Don’t change this part if it is not required.

.Domain
VoIP provider’s server domain name.
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Username
Username of SIP account. Used for SIP trunk registration.

.Authorization name
Used for SIP authentication. Leave this blank if not required.

Password
Password of SIP account.

.From User

All outgoing calls from this SIP Trunk will use the From User (In this case the
account name for SIP Registration) in From Header of the SIP Invite package.
Keep this field blank if not needed

.Online number
Define the online number that expected by ‘Skype Connect’ and some other SIP
service providers. Leave this field blank if not needed.

‘Maximum Channels

Control the maximum number of outbound channels (simultaneous calls) that
can be used on this trunk. Inbound calls are not counted against the maximum.
Set as 0 to specify no maximum.

-Caller ID

Specify the caller ID to use when making outbound calls over this trunk. The
caller ID set in the ‘extension’ screen will override the caller ID set in the ‘VOIP
trunk’ screen. Please note that not all the service providers support this feature.
Contact your service provider for more information.

-Outbound Proxy Server
A proxy that receives requests from a client, even though it may not be the
server resolved by the Request-URI.

‘Realm
Realm is a string to be displayed to users so they know which username and
password to use.

-Codecs

Define the codec for this sip trunk and its priority

Note: To change the codec type and priority of this trunk, please create it first,
it will appear when you edit it again.

Transport
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This will be the transport method used by the SIP Trunk. This method is given by
the SIP trunk provider. The options are UDP (default) or TCP or TLS.

Enable SRTP
Define if SRTP is enabled for this trunk

*Qualify
Send check alive packets to the sip provider.

:DTMF mode
Set default mode for sending DTMF of this trunk.Default setting: rfc2833

:DOD
DOD (Direct Outward Dialing) means the caller ID displayed when dialing out,
before configure this, please make sure the provider supports this feature

-Associated Extension
The extension make call out via SIP Trunk will display the associated DOD

2) Add IAX trunk
Input correct IAX information (provided by VOIP provider). Inaccurate
information will prevent the trunk from registering.

Type: [4[~]
Provider Name:
Hostname/IP: 4569
User Name:
Password:
Online Number®-
Maximum Channels®@: 0

Caller ID&-
DOD Settings

DOD: Associated Extension: | 601+ tAdd DOD

o Save x Cancel

Figure 6-31 Add an IAX Trunk

Page75


http://www.yeastar.com/

®
%90 Yeastar MyPBX U5XX Administrator's Guide

Type
IAX - Identifies whether the trunk sends and receives calls by using the VoIP
protocol IAX.

‘Provider Name
A unique label to help you identify this trunk when listed in outbound rules,
incoming rules etc. E.g."yeastar2”

‘Hosthame/IP
Service provider’s hostname or IP address. 4569 is the standardport number
used by IAX protocol. Don't change this part if it is not required.

-Username
Username of IAX account; Used for IAX trunk registration.

Password
Password of IAX account

.Online number
Define the online number that expected by ‘Skype Connect’and some other SIP
service providers. Leave this field blank if it's no required.

‘Maximum Channels

Control the maximum number of outbound channels (simultaneous calls) that
can be used on this trunk . Inbound calls are not counted against the maximum.
Set as 0 to specify no maximum.

-Caller ID

Specify the caller ID to use when making outbound calls over this trunk. The
caller ID set in the ‘extension’ screen will override the caller ID setting in the
*WVOIP trunk’ screen. Please note that not all the service providers support this
feature. Contact your service provider for more information.

‘DOD
DOD (Direct Outward Dialing) means the caller ID displayed when dialing out,
before configure this, please make sure the provider supports this feature

Associated Extension

The extension make call out via IAX Trunk will display the associated DOD

6.2.2.2 Service Provider
This is service provider trunk (peer to peer mode), which authorized using IP
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address only. If you have got a trunk with IP address only, please choose this
type

Edit Service Provider Trunk-SPS-Support.Tel X

Type: | SIP

Provider Name: |Support. Tel

Hostname/IP: 192.168.4.141 - 5060

Maximum Channels®: 0
Codecs:  First: [a-law [+ | Second: [udaw [+] Third:[GSM  [+]
Fourth: |None [+|  Fifth: None [=]
Transport: |UDP [~ |
Qualify:
DTMF Mode: | rfc2833 [=]

DOD Settings
Global DOD:
DOD: Associated Extension: 601 |E| +Add DOD
Figure 6-32 Service Provider Trunk
Type
SIP or IAX

SIP - Identifies whether the trunk sends and receives calls by using the VoIP

protocol SIP.
IAX - Identifies whether the trunk sends and receives calls by using the VoIP

protocol IAX.

‘Provider Name
A unique label would help to you identify this trunk. E.g."Provider2”

Hosthame/IP

Service provider’s hostname or IP address.

Note: 5060 is the standard port number used by SIP protocol, 4569 is the
standard port humber used by IAX protocol. Don’t change this part if it is not
required.

‘Maximum Channels

Control the maximum number of outbound channels (simultaneous calls) that
can be used on this trunk. Inbound calls are not counted against the maximum.
Leave blank to specify no maximum.
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-Codecs
Define the codec for this sip trunk and its priority
Note: codec can only display when edit it after creating the trunk.

Transport
This will be the transport method used by the SIP Trunk. This method is given by
the SIP trunk provider. The options are UDP (default) or TCP or TLS.

*Qualify
Send check alive packets to the sip provider.

‘DTMF mode
Set default mode for sending DTMF of this trunk. Default setting: rfc2833

‘DOD
DOD (Direct Outward Dialing) means the caller ID displayed when dialing out,
before configure this, please make sure the provider supports this feature

-Associated Extension
The extension make call out via this Trunk will display the associated DOD.
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6.3 Outbound Call Control

6.3.1 Outbound Routes

In this page, we can configure the outbound rules to control the outgoing calls.

Notes:

1. The max number of outbound route is 64.

2. If the dial patterns are the same in several routes, MyPBX will choose the
available routes from top to the last one.

3. When you have created a new extension, please edit the outbound route so
that he can dial out too

Cutbound Roules

s Add Outbaund Route

Rowie Mame [Hal Paticm
peinoul ] F .,

Figure 6-33 Outbound Route Page

We can create outbound route or use the default route “pstnout” (dial
9+numbers to dial out)
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Edit Outbound Route - pstnout X

Route Name®¥ - | pstnout

Dial Pattern® - |9. |

Sh—ipﬁ : EI digits from front

Prepend these 1:Iig|i|5'..€i : | ||J'Efﬂre dialing

Password: | |

T.38 Support® -
Rrmemory Hunt®d -
Office Hours :

Member E:-tteansicnrtsii
Available Extengions Selected

300(SIP)

a2 301(SIP) A
302(SIP)

303(SIP)

304(SIP)

305(SIP)

B01(FXS) Vv
602(FXS)

W

Member Trunll:s{i'
Available Trunks Selected

VOIP_Supplien SIP) petn11{FX0)
L pstn12(FX0) A
petn13(FX0)
pstn14{FX0)
petn15{FX0)
pstn16{FA0)
E1Trunk1(E1} LV

— E1Trunk2(E1)

o Save | @4 Cancel

Figure 6-34 Add/Edit Outbound Route

‘Route Name
Name of this Outbound Route. E.g. “Local” or “Long Distance”.

‘Dial Pattern

Outbound calls that match this dial pattern will use this outbound route. There
are a number of dial pattern characters that have special meanings:

X : Any Digit from 0-9

Z : Any Digit from 1-9

N : Any Digit from 2-9

[12345-9] : Any digit in the brackets (in this example, 1,2,3,4,5,6,7,8,9)
The “.” Character will match any remaining digits. For example, “9011.” will
match any phone humber that starts with "9011"”, excluding "9011" itself.

The "I will match none remaining digits, and causes the matching process to
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complete as soon as it can be determined that no other matches are possible.

Example 1: NXXXXXX will match any 7 digits phone number.
Example 2: INXXNXXXXX will match a phone number starting with a 1,
followed by a 3-digit area code, and then 6 digit number.

-Strip digits from front

Allows the user to specify the number of digits that will be stripped from the
front of the phone number before the call is placed. For example, if users must
press 0 before dialing a phone number, one digit should be stripped from the
dial string before the call is placed.

Prepend these digits before dialing

These digits will be prepended to the phone number before the call is placed. For
example, if a trunk requires 10 digit dialing, but users are more comfortable
with 7 digit dialing, this field could be used to prepend a 3 digit area code to all
7 digit phone numbers before calls are placed.

Password
The route password can be used to protect this route from being accessed
without a password.

:T.38 Support:
Enable T38 fax in this outbound route (Only for SIP Trunk).

‘Rrmemory Hunt
Round robin with memory, remembers which trunk was used last time, and then
use the next available trunk to call out.

-Office Hours
When a specific office hour is selected, this outbound route can only be used
during this office hour, and can’t be used in non-office hours.

‘Member Extensions
Defines the extensions that will be permitted to use this outbound route.

Member Trunks
Defines the trunks that can be used for this outbound route.
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6.3.2 Speed Dial Settings

Speed Dill Settings

The prefix of speed diatQ ™99

o Save K Cancail

o Add Spoed Dial

No Speed Dial Defined

Figure 6-35 Speed Dial Page
1) Options
‘The prefix of speed dial
The prefix should be dialed before the speed dial number. Default is *99

Add Speed Dial X

Note: Don't forget to add the outbound dial prefix if you would like to dial the speed dial number through
trunk.

Source Number:

Destination Number:

o Save & Cancel

Figure 6-36 Speed Dial Settings
2) Add new speed dial.
*Source Number
The speed dial number.

‘Destination Number

The number you want to call.

E.g. The source number is "123”. The destination number is 5503305.The prefix
number is ¥99.You can use an extension with any type to dial *99123, then it
will call to number 5503305.

Note: Don't forget to add the outbound dial prefix if you would like to dial the
speed dial number through trunk.
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6.4 Inbound Call Control

In this page, we can configure the details of IVR, ring group, queue and inbound
routes.

6.4.1 IVR

When there’s an inbound call aims at Auto Attendant, MyPBX will play an IVR
recording and route the caller to the requested destination (for example,
‘Welcome to XX company, for sales press 1, for technical support press 2, for
operator press 0, etc’). The system will transfer the call to corresponding
extension according to DTMF digits inputted by the user

o AddIVR
Neme Number Enobin Direct Dint
wekome 660 Yas ’ )

Figure 6-37 IVR Page

There is a default IVR here, we can edit it directly or add IVR by yourself
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Number®- 660
Name@; welcome

Prompt® - EEETMN -] Custom Prompts
Repeat Count®¥- 3E|
Key Timeout®: 3 [+]
© Enable Direct Dial

o Keypress Events
Key Action Destination

Extension -- 300 E|

=

Connect to Extension
Mo Action
Mo Action
Mo Action
Mo Action
Mo Action
Mo Action
Mo Action
Mo Action
Mo Action
Mo Action
Mo Action

O T B = - = T B N U R A R

Timeout® Connect to Extension Extension - 300

Extension -- 300

[of G G [0 [ [0 [ ] ] [ [ ] [ [ ] [ [

[ ]

Invalid@ Connect to Extension

o Save | g€ Cancel

Figure 6-38 IVR Settings

*Number
MyPBX treats IVR as an extension; you can dial this extension number to reach
the IVR from internal extension.

Name
A name for the IVR

‘Prompt
The prompt recording that will be played when this IVR is reached.

Repeat Count
The number of times that the selected IVR prompt will be played.

Key Timeout
Wait for the user to enter a new extension for a specified humber of seconds.
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:Enable Direct Dial
Allow the caller to dial other extensions number directly.

:Key Press Events
A list of actions that can be performed depending on the digit dialed by the user.

Key
The Key pressed when the callers hear the IVR prompt.

-Action

When the callers press the corresponding key, the action MyPBX executes.
No Action: Do nothing

Connect to Extension: Connect the call to an extension.

Connect to Voicemail: Connect the call to the voicemail of an extension
Connect to RingGroup: Connect the call to a ringgroup.

Connect to IVR: Connect the call to an IVR.

Connect to Conference Room: Connect the call to a conference room.
Connect to DISA: Connect the call to a DISA.

Connect to Queue: Connect the call to a queue.

Connect to Faxes: Connect the call to Faxes of extensions.

Dial by Name: The callers can dial the name of an extension to connect to the
corresponding extension.

Hung up: Hang up the call.

-Destination
Where will MyPBX route the call when the action occurs.

*Time Out
Defines the timeout action. A timeout occurs after the IVR prompt has finished
playing for the number of times specified by the 'Repeat Count' field.

-Invalid
Defines the invalid action. The invalid action is triggered if the user enters
aDTMF digit that is not defined for this IVR.

6.4.2 Ring Groups

Ring groups can be configured to balance the call traffic for multiple users and
give callers a higher level of availability for incoming calls. Multiple ring methods
and voicemail are supported.

Note: follow me feature in extension page will not take effect when it’s ringing
as an agent.
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LT tinggrovp_delmdt FO(3P 301 (SIP)-302{BIF -0 6573 IMSIP 3055 ’ )

Figure 6-39 Ringgroup Page

There is a default ringgroup, you can edit it or create a new one

Edit Ring Group - ringgroup_default X

Ring Group Name®® : [ringgroup default
Ring Group Number®®- 520
Strategy®™: |Ring all simultaneously [~ |
Seconds to ring each member®® - &0

Ring Group members @

Available Extensions Selected

601(FX5) 300(SIP)
BOZ(FXS) — 301(SIP)
302(SIP)
— 303(31P)
— 304(SI1P)
305(SIP)

L84

Destination If No Answer:

) End Call

@ Extension Extension - 300 [=]

) Voicemail Voicemail — 601 [=]
Destination: & VR VR -- welcome [=]

) Ring Group Ring Group -- ringgroup[ =]

) Conference Room Conference Room — 64~ |

@) Queues Queues — [=]

o  Save 2% Cancel

Figure 6-40 Add/Edit Ringgroup

‘Ring Group Name
This option defines a name for this group, i.e. ‘Sales’. ‘Ring Group Name’ is a
label to help you identify this group in the group list.

‘Ring Group Number
This option defines the numbered extension that can be dialed to reach this
group.

-Strategy

This option sets the Ringing Strategy for this Group. The options are as follows:
1. RingAll Simultaneously: Ring all available Extensions simultaneously.

2. Ring Sequentially: Ring each extension in the group one at a time.

*Seconds to ring each member
1. If the strategy is ‘RingAll Simultaneously’, it means set the number of
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seconds to ring this group before routing the call according to the ‘Destination if
No Answer’ settings.

2. If the strategy is ‘Ring Sequentially’, it means set the number of seconds to
ring a single extension before moving onto the next one.

» Ring Group Members
An extension can be made a member of this ring group by moving it into the
‘Selected’ box.

‘Destination If No Answer
When all members on this group fail to answer the call, system will handle the
call according to the selected destination.

6.4.3 Queues

Call Queues give users (i.e. call centers) an efficient means to have their calls
answered in the order they were received to deliver top tier customer service.

o Add Queus
o

No Queves Dafined

Figure 6-41 Queue Page

Call queues allow calls to be sequenced to one or more agents.

Notes:

1. Dial 'Queue number + "*" to log in or 'Queue number + "**" to log out the
queue. For example, if the queue number is '680', then agent can dial '680*'
to log in or '680**' to log out.

2. Follow me feature in extension page will not take effect when it’s ringing as
an agent of queue
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Add Queue X

Queue Name -
Queue Number®-
Queue Password & -
Queue Agent Timeout®:
Queue Max Wait Time &
Queue Ring Strategyﬁ':
Agentsﬁ
Available Agents
300(51P) -
301(5IP) y
302(51P)
303(51P) L
304(51P) 1
305(51P)
601(FXS)
602(FXS) 7

Caller Position Announcements

Announce Position® -
Announce Hold Time®-
Frequencyﬁ:

Periodic Announcements

Pmmptﬁ:
Frequencyﬁ:

Events

Key:
Action:

680
680

30
1800

[=]

ringall

Selected

BE

A

Yes|~|
Yes|~|

30 seconds [~ |

Destination:

Failover-Destination

Action:

Destination:

Others

Music On Hold® -

Leave When Em ptyﬁ:
Join Emptyﬁ:

Agent Announcementd -
Join Announcement®d -
Retry'ﬁ':

Wrap-up Time® -

W Save

[*] Custom Prompts
30 seconds
~[]
End Call
End Call [~]
calmriver [*] Music on Hold Prompts
Yes|~|
No [~]
[=]
[=]
30
30
& Cancel

Figure 6-42 Add/Edit Queue

‘Queue Name
A name for the Queue.
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Queue Number
Use this number to dial into the queue, or transfer callers to this number to put
them into the queue.

Queue Password
You can require agents to enter a password before they can login to this queue.

Queue Agent Timeout
The number of seconds an agent's phone can ring before we consider it a
timeout.

Queue Max Wait Time
The maximum number of seconds a caller can wait in a queue before being
pulled out. (0 for unlimited).

Queue Ring Strategy

This option sets the Ringing Strategy for this Queue. The options are

RingAll: Ring all available Agents simultaneously until one answers.
LeastRecent: Ring the Agent which was least recently called.

FewestCalls: Ring the Agent with the fewest completed calls.

Random: Ring a Random Agent.

RRmemory: Round Robin with Memory, Remembers where it left off in the last
ring pass.

1) Agents
This selection shows all users. Selecting a user here makes them an agent of the
current queue.

2) Caller Position Announcements
-Announce Position
Announce position of caller in the queue

Announce Hold Time

Enabling this option causes MyPBX to announce the hold time to the caller
periodically based on the frequency timer. Either yes or no; hold time will not be
announced if <1 minute.

‘Frequency

How often to announce queue position and estimated hold time.
Note: '0 seconds' means disable the announcement.

3) Periodic Announcements

‘Prompt

Select a prompt file to play periodically.
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Frequency
How often to announce a prompt to the caller.

4) Events
If a caller presses the key while waiting in the queue, this setting selects which
action should process the key press.

5) Failover-Destination
Defines the failover action. A failover occurs after the user reach the Queue max
wait time.

6) Others
*Music On Hold
Select the 'Music on Hold' Class for this Queue.

Leave When Empty

This option controls whether callers already on hold are forced out of a queue
that has no agents. There are two options.

Yes: Callers are forced out of a queue when no agents are logged in.

No: Callers will remain in a queue with no agents.

-Join Empty

This option controls whether callers can join a call queue that has no agents.
There are two options,

Yes: Callers can join a call queue with no agents or only unavailable agents
No: Callers cannot join a queue with no agents

The default option is No.

Agent Announcement
Announcement played to the Agent prior to bridging in the caller.

-Join Announcement
Announcement played to callers once prior to joining the queue.

‘Retry
The number of seconds we wait before trying all the phones again.

‘Wrap-up time
How many seconds after the completion of a call an Agent will have before the
Queue can ring them with a new call. The default is 30.
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6.4.4 Conferences

o Add Coaterance Room

Conference Room Admin PiNg
830 . Mo Passoont
541
$42 - Mo Pesmaont

543

NN N AS
P AR e AR SR

644 = No Passwonf

Figure 6-43 Conference Room List
Conference Calls increase employee efficiency and productivity, and provide a
more cost-effective way to hold meetings. Conference agents can dial * to
access to the settings options and the admin can kick the last user out and can
lock the conference room.

Extension
This is the number dialed to reach this Conference Room.

Admin
Admin can kick a user out and can lock the conference room.

Pin #
Set a PIN # that must be entered in order to access this conference room (i.e.
1234).

Edit Conference Room 640 X

Extension: 540
Admin® - | —— |E|
PIN #&9.

o  Save 24 Cancel

Figure 6-44 Add/Edit Conference Room
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6.4.5 Inbound Routes

Inbound routing processes incoming call traffic to destination extensions during
office hours or outside office hours

s Add Intaund Rosta
Routn Nasss NI Mesndont: Callor 17 Nurnbser

Petmin ’ ~

Figure 6-45 Inbound Route List

There is a default inbound route for all the trunks and set IVR as the destination,
you can edit it or create a new one for your demands. When an incoming call
arrives, the system will first check ‘fax detection’, then ‘Holidays’, at last
‘Business Days'.
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Edit Inbound Route: pstnin X
General
Route Name& - psinin
DID Number & : | |
Extension & - | |
Caller ID Mumber& - | |
Distinctive Ringtuneﬁ : | |
Enable Callback : Callback Settings
Member Trunks&
Available Trunks Selected
WOIP_SupplierSIP) p=tn11(FX0)
= pstn12(FX0) ]
p=tn13(FX0)
- pstn14{FX0)}
p=tn15(FX0)
- pstn16{FX0)
. E1Trunk1{E1} (¥
E1Trunk2{E1)
Business Days
Office Hours - [default v|
Office Hours
Deslination - (VR v [IVR -- welcome W]
Non-office Hours
Destination - |l".-"R v| |I".-’R -- welcome v|
During Holidays
Haoliday : | v|
Destination - |End Call v| v
Fax Detection
Destinafion : Mo Detact | W
o Save 24 Cancel
figure 6-46 Add/Edit Inbound Route
1) General

‘Route Name
A name for this inbound route. E.g."pstnin”.

‘DID Number

Define the expected DID Number if this trunk passes DID on incoming calls.
Leave this field blank to match calls with any or no DID info. You can also use
pattern matching to match a range of numbers.The following patterns may be
used:

X: Any Digit from 0-9

Z: Any Digit from 1-9
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N: Any Digit from 2-9

[12345-9]: Any digit in the brackets (in this example, 1,2,3,4,5,6,7,8,9)

The ‘."Character will match any remaining digits. For example, 9011. will match
any phone number that starts with 9011, excluding 9011 itself.

The ‘1" will match none remaining digits, and causes the matching process to
complete as soon as it can be determined that no other matches are possible.

Example 1: NXXXXXXwill match any 7 digits phone number.
Example 2: 1INXXNXXXXXwill match a phone number starting with a 1,
followed by a 3-digit area code, and then 6 digit number.

For more information, please refer to AppendixH How to Use DID.

‘Extension

Define the extension for DID number. This field is only valid when you use BRI,
SIP, SPS or SPX trunk for this inbound router. You can only input number and
*-'in this field, and the format can be xxx or xxx-xxx. The count of the number
must be only one or equal the count of the DID number.

-Caller ID Number

Define the Caller ID Number to be matched on incoming calls. Leave this field
blank to match any or no DID info.

You can also use a pattern match (e.g. 2[345]X) to match a range of numbers.
The following patterns may be used:

X: Any Digit from 0-9

Z: Any Digit from 1-9

N: Any Digit from 2-9

[12345-9]: Any digit in the brackets (in this example, 1,2,3,4,5,6,7,8,9)

The ‘."Character will match any remaining digits. For example, 9011. will match
any phone number that starts with 9011, excluding 9011 itself.

The ‘1" will match none remaining digits, and causes the matching process to
complete as soon as it can be determined that no other matches are possible.

Example 1: NXXXXXX will match any 7 digits phone nhumber.
Example 2: 1INXXNXXXXXwill match a phone number starting with a 1,
followed by a 3-digit area code, and then 6 digit number.

‘Distinctive Ringtone

MyPBX support mapping to custom ring tone files. For example, if you configure
the distinctive ringing for custom ring tone to ‘Family’, the ring tone will be
played if the phone receives the incoming call.

-Enable Callback
You can enable the callback function of this inbound route. If you want to
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configure the callback function, please refer to chapter 6.7.4

How do I configure distinctive ring tones? Please refer to APPENDIXF.
Currently distinctive ringtone can be compatible with Yealink and Snom phone.

2) Member Trunks
This area allows you to select which trunks will be member trunks for this route.
To make a trunk a member of this route, please move it to the 'Selected' box.

3) Business Days
Define where the calls will be routed during Business Days.

-Office Hours
Select one defined business days office hours.

-Office Hours Destination
Configure where to route the incoming calls during office hours.

‘End Calls
Route the incoming calls to end calls, System will auto hang-up the call.

-Extension
Route the incoming calls to a specific extension.

‘Voicemail
Route the incoming calls to extension’s voicemail.

-IVR
Route the incoming calls to a specific IVR.

‘Ring Group
Route the incoming calls to a specific Ring Group.

:Conference Room
Route the incoming calls to a specific Conference Room.

-DISA
Route the incoming calls to a specific DISA.

‘Queues
Route the incoming calls to a specific Queue.

-Faxes
Route the incoming faxes to a specific extension’s mail address.
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Note: This function only supports T.38 faxes.

:Outbound Routes
Route the incoming calls to a specific outbound route.

This function is mainly used for the connection of two branches.

For example: Company A locates headquarters in the USA with a branch B in
China. A and B both have MyPBX phone systems.

Now if staff of A would like to make a call to a telephone or mobile phone in
China from the extension of A but via the FXS line of B, that can be done by this
configuration.

-Non-office Hours Destination
Configure where to route the incoming calls during non-office hours.

4) During Holidays
Define where the calls will be routed during Holidays.

‘Holiday
Select which defined Holiday to use.When a time is defined in both Business
Days and Holidays, it will be treated as Holidays.

‘Destination
Configure where to route the incoming calls during holidays.

5) Fax Detection
Configure if detecting faxes in this inbound route.

Note: Please choose IVR as the destination above before configure fax
detection (recommended)

-Destination

Configure where the faxes will be routed when faxes are detected.

No detect
Do not detect faxes.

-Custom Email

Customize an E-mail address to receive the faxes. You should first configure the
‘Voicemail Settings->SMTP Settings for Voicemail’ correctly before you use this
option.

Faxes
Send faxes to an extension. If choosing a FXS extension here, the fax will be
sent to the FXS port selected, you should connect a fax machine to this FXS port.
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If Choosing a VoIP extension, the fax will be sent to the extension’s voicemail as
an attachment.

Note: If you receive faxes with custom Email address, the ‘SMTP settings’ of
‘Voicemail Settings’ should be configured successfully in advance. If you receive
faxes with E-mail address configured in VOIP extension voicemail, you should
first make sure the tested email to your email address works fine.
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6.5 Audio Settings

It's allowed to customize the prompts in MyPBX, including the Audio In and
change the system prompts to your local country.

6.5.1 Custom Prompts

We can record or upload the prompts in this page; you can also play it directly
to confirm if it's a valid one, you can also download it and save it as an backup

! Heowd New Pv.mpl ! Uplead & prompt

[ 1 [ RecoraAgain | | Play | | Download | | Delia
2 pinuser-entry Record Again | | Play Downhax Ogl&
|3 pinuser-error | Rmcwd Agein | | Pimy | | Download | | Deete

Figure 6-47 Custom Prompts List

1. Record new Prompt

Record New Prompt X

File Mame:

Dial extension: |601 E| to record a new voice prompt

o Record | |3 Cancel

Figure 6-48 Record a New Prompt

The administrator can use this screen to record custom prompts by doing the
following:

1) Click “Record New Custom Prompt”

2) Input the desired file name on the popup window and choose an extension to
call for recording (such as 500).

3) Click “Record”. The selected extension will ring and you can pick up the phone
to start recording.

2. Upload Prompt
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The file zize must not be larger than 1.8ME!
WAV format: gsm 6.10 8kHz Mono, 1Kb/s. alawiulaw SkHz Mono, 1Kb's. pem 8kHz Mono, 16Kb/s

Choose a File to Upluadﬁ: Browse._ ..

+ Upload J& Cancel

Figure 6-49 Upload a Prompt

The administrator can also upload prompts by doing the following:
1)Click “Upload Prompt”.

2) Click “Browse"” to choose the desired prompt.

3) Click “Upload” to upload the selected prompt.

Note: The file size must not be larger than 1.8 MB, and the file must be WAV
format:

GSM 6.10 8 kHz, Mono, 1 Kb/s;

Alaw/Ulaw 8 kHz, Mono, 1 Kb/s;

PCM 8 kHz, Mono, 16 Kb/s.

6.5.2 Music on Hold Prompts

In this page, we can upload the music on hold prompts.

& Recint How Pt 8‘*’"""""

' Setmm [ Tiecars agen | [ Pay | [ Dowoioas | [ Desere |
peuial-ermy [ Awcaes Agen | | Poay | [ Dowrvons | [ Swsee |
‘1 prwser. s 1‘imq-_‘1§—!im“m:

Figure 6-50 Music on Hold List

The administrator can upload on hold music as follows:
1) Click “Upload Music on Prompt”.

2) Click “Browse” to choose the desired audio file.

3) Click “Upload” to upload the selected file.
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Upload Music on Hold Prompit X

The file zize must not be larger than 1.8ME!
WAV format: gsm 6.10 8kHz Mono, 1Kb/'s. alawfulaw SkHz Mono, 1Kb's. pem 8kHz Mono, 16Kb/s

Choose a file to upluad'ﬁ: Browse...

o Upload J4 Cancel

Figure 6-51 Upload Music on Hold

Note: The file size must not be larger than 1.8 MB, and the file must be WAV
format:

GSM 6.10 8 kHz, Mono, 1 Kb/s;

Alaw/Ulaw 8 kHz, Mono, 1 Kb/s;

PCM 8 kHz, Mono, 16 Kb/s.

6.5.3 System Prompts Settings

MyPBX have prompts of many languages. You can download the appropriate
language you need. MyPBX can support American English, Australian English,
Chinese, Dutch, French, Canadian French, German, Greek, Hungarian, Italian,
Polish, Portuguese, Brazilian Portuguese, Russian, Spanish, Mexican Spanish,
Turkish, Thai, and Korean currently.

Notes:

1. Auto-detection is highly recommended. But if you prefer to download via
HTTP or TFTP server, please contact the local dealer for the prompts

2. When update successfully, just click “apply the changes” on web then it will

take effect, there is no need to reboot.

Prompts Download
Note:
Ausu-detection is highly recommandsd But if you prafer 1o download vis HTTP ar TFTP sanver
plaase comact 1w local dealer Tor the pecempts
LOCal ! NPLS ENONSE
Download Mode ' Auto Detection [~
Prampts: English |~
& Download

Figure 6-52 System Prompts Settings Page
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6.6 Basic Settings

There are some basic settings we need to configure MyPBXU5XX, like the general
preferences, business hours, feature codes, voicemail settings.

6.6.1 General Preferences

In this page, there are some general settings of MyPBX.

o) Timpawr 0

NAX Cot Dutaon s w000

Murser Coocamnt CaldVy 0
Muse On o cmvwew

Tose Raguedd | U
WTTP Gt Pprttd O

RO Vo)

Virtad Ring Deck Tored) 10
Ouivenve Cane D 10

Atentnd Transes Cote 0 Tiam

Poen Me DronefV) T8

M 00 st tiw Folow Meld | D

rawi Prore Mamter Prongt)
Basy Lewe Mormerld
Ol Fatam Mormptt)

-

Uste Evmces 00
Fog Goonp Eavesns 500

Pageg Outap Eermes 65

Canfere Exevanes

IR Extermces G

o

Y30

T
s ("

fa 5w

Chmun Comrmues 600 U

Rasel b3 Detuss
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Figure 6-53 General Settings

1) General
‘Ring Timeout

Number of seconds to ring a device before handling the call as per the
extension’s Follow Me settings. Default value is 30s.

.MAX call duration

The absolute maximum amount of time permitted for a call. A setting of O

disables the timeout. Default value is 6000s.

.Maximum concurrent calls

Maximum concurrent calls limits. Default value 0 means no limit

Music on hold

Used to set hold music for the system.
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‘Tone Region

Please select your country or nearest neighboring country to enable the default
dial tone, busy tone, and ring tone for your region.

Note: please reboot the system to take effect.

HTTP bind port/Web Access Port
Port to use for HTTP sessions; Default: 80
Note: please reboot the system to take effect.

FXO Mode
FXO port’s operation mode.

‘Virtual Ring Back Tone

It's only for GSM/UMTS /UMTS trunk. Once enabled, when the caller call out
with GSM/UMTS trunks, the caller will only hear the virtual ring back tone
generated by the system before callee answers the call.

‘Distinctive Caller ID

When incoming calls arerouted from ring group/queue/IVR, the caller ID
displays with the name of ring group/queue/IVR, for example
5503302(ringgroup_default).

Note: To display IVR's name, please press the key instead of the extension
number directly.

‘Attended Transfer CallerID

When transferring an incoming call using the attended transfer feature code or
the transfer key of IP phone, the Caller ID of transferee or transferer displayed
on the screen of the callee. The default display is the Caller ID of the initiator.
For example, if extension 500 makes a call to extension 501. After 501 picks up
the «call, 501 makes an attended transfer to extension 502. If
selecting “Transferer”, 502 will display the Caller ID as 500; if
selecting “Transferee”, 502 will display the Caller ID as 501.

-Follow Me Prompt
When set “Follow me” to “"Transfer to number” on the extension page (e.g. when
500 is busy, transfer to 501), while 500 is busy, the call will be transferred to
501. If “Enable Follow Me Prompt” choosing yes, there will be prompt before
transferring the call. Otherwise, the call will be transferred directly without any
prompt. Default: Yes.

*Music on Hold for Follow Me Prompt
Configure whether to play a prompt “please hold while I try to locate the person
you are calling” when transfer a call by follow me settings.
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Invalid Phone Number Prompt
Configure the prompt when the dialed phone number is invalid.

‘Busy Line Prompt

Configure the prompt when the dialed phone number is busy.

:Dial Failure Prompt

Configure the prompt when dial failed due to conjunction no-available channel.

2) Extension Preferences
User Extensions
The default value is 500 to 616

‘Ring Group Extensions
The default value is 620 to 629

Paging Group Extensions
The default value is 630 to 639

Conference Extensions
The default value is 640 to 659

-IVR Extensions
The default value is 660 to 679

Queue Extensions
The default value is 680 to 689

6.6.2 Business Hours

Business hours including “holiday configuration” is used to control the incoming

calls, we can configure it in this page.
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Figure 6-54 Business Hours Settings

1) General
Enable Business Hours
'disable Business Hours

2) Others

-Enable Office Closed Timing

By dialing *81 (*81 is default) on an extension will force the office time closed
for the device whatever the general setting is.

:Enable Office Timing
By dialing *82 (*82 is default) on an extension will force the office time to take
effect for the device whatever the general setting is.

-Disable Office closed timing
By dialing *081 (*081 is default) on an extension will disable the Office Closed
Timing.

3) Add office hours
You can setup the business hours here.

4) Add Holiday

You can setup the holidays here.

If a time period is configured as both Holidays and office hours, it will be treated
as Holidays.
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6.6.3 Feature Codes

There are many feature codes available in MyPBX, which allow users to dial from
extension side to realize the exact feature.
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Figure 6-55 Feature Code Settings Page

1) General

:One Touch Record

A user may initiate or stop call recording by dialing *1during a call. (*1 is default
setting).

‘Extension for Checking Voicemail
Users can check their Voicemail by dialing *2 on their phone (*2 is default
setting).

-Voicemail for Extension

Users can leave a voicemail to other extensions by dialing # on their phone or
the incoming call could be forwarded to an extension’s voicemail directly. (# is
default setting).

For example, extension 500 want to leave a message for extension 501, users
can use 500 dial"#501"” to enter the voicemail of 501.

-Voicemail main menu
Users can go to the main menu by dialing *02 (*02 is default setting).

‘Attended Transfer
Users may transfer an incoming call by dialing *3 on their phone (*3 is default
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setting).

-Attended Transfer Timeout
The time out of transferring a call

‘Blind Transfer
Users may blind transfer an incoming call by dialing*03 on their phone (*03 is
default setting).

-Call Pickup
Users may pick up an incoming call by dialing *4 on their phone (*4 is default
setting)

:Extension Pickup
Users may pick up a specific extension’s incoming call by dialing *04+extension
number on their phone (*04 is default setting)

Intercom

Define the feature code that is used to dial an extension in intercom mode. For
instance, setting this value to *5 would allow you to initiate an intercom call with
extension 501 by dialing *5501.

‘Normal Spy
In this mode, you can only listen to the extension being spied, for example you
can dial *90501 to monitor extension 501

Whisper Spy
In this mode you can listen/whisper to the extension being spied, for example,
dialing *91501 to listen to extension 501, you can also talk with 501 too.

Barge Spy

In this mode, you can barge in both extensions involved in the call, for example
dialing *92501 to barge in and talk with extensions on both sides.

2) Call Park Preferences

-Call Parking

User may park an incoming call on his own telephone by pressing “*6” (*6 is
default setting)

:Extension range used to park calls
User may park an incoming call on a designated extension at first and then pick
up the call again on any other extension.

‘Number of seconds a call can be parked before it is recalled.
Define the time (in seconds) that a call can be parked before it is recalled to the
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station that parked it.

3) Call Forwarding Preferences

‘Reset to Defaults

Users may reset all call forwarding defaults by calling *70 on their phone (*70
is default setting).

Note: When reset to defaults. The call forwarding settings will be configured as
follows:

Always forward: Disabled

Busy forward to Voicemail: Enabled

No answer forward to Voicemail: Enabled

Do not disturb: Disabled

‘Enable Forward All Calls
Users may enable always forward by calling *71 on their phone (*71 is default
setting)

‘Disable Forward All Calls
Users may disable always forward by calling *071 on their phone (*071 is
default setting)

:Enable Forward When Busy
Users may enable busy forward by dialing *72 on their phone (*72 is default
setting)

-Disable Forward When Busy
Users may disable busy forward by calling *072 on their phone (*072 is default
setting)

Enable Forward No Answer
Users may enable no answer forward by calling *73 on their phone (*73 is
default setting)

-Disable Forward No Answer
Users may disable no answer forward by calling *073 on their phone (*072 is
default setting)

‘Forward to number
Users may activate call forwarding by dialing this feature code, followed by the
extension or phone number to forward all calls to this number.

Note: Users may activate Forward to humber by dialing *74 + phone number.
e.g.: by dialing *74501, all calls will be forwarded to extension 501.
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‘Forward to Voicemail
Users may forward the call to Voicemail by calling *074 on their phone (*074 is
default setting)

:Enable Do Not Disturb
Users may enable do not disturb by calling *75 on their phone (*75 is default
setting)

:Disable Do Not Disturb
Users may disable do not disturb by calling *075 on their phone (*075 is default
setting)

6.6.4 Voicemail Settings

In this page, we can configure some settings for voicemail feature, including
general voicemail settings and SMTP settings, which is used for “voicemail to
email”

fanarnt Voicomall Settings

Max Messages pev Folder® 100 =]
Max Message Time®P - S Misutes [
Mia Message Time' D 5 Seconty 9]
Ask Calar to Dial 50
Defata Voicemaiy
Operator Sreakout fram Vokematid: No -

Dastination

Busy Prompt) Play tany greeting =]
Unavailabie Promge®)  Play unavailabie greetings | » |
Loiryw & Message Prompt) Sk greesing -|

Aroounce Message Catier IDOU
Apnounce Massage Duratiea U
Ancounce Message Arvivié Tiew U

Allow Unery tn Revew Messages U

Figure 6-56 General Voicemail Settings
1) General Voicemail Settings

a) Message Options

Max Messages per Folder

Set the maximum number of messages that can be stored in a single voicemail
box.

Max Message Time
Set the maximum length of a single voicemail message.
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*Min Message Time
Set the minimum length of a single voicemail message. Messages below this
threshold will be automatically deleted.

*Ask Caller to Dial 5
If this option is set, the caller will be prompted to press 5 before leaving a
message.

-Operator Breakout from Voicemail
If this option is set, the caller can jump out of the voicemail and go to the
destination (IVR) you set by dialing “0".

b) Greeting Settings

‘Busy Prompt

Greeting played when the extension called is busy.
Skip greeting: Do not play a greeting.

Play busy greeting: play the extension busy greeting.

-Unavailable Prompt

Greeting played when the extension called is Unavailable.

Skip greeting: Do not play a greeting.

Play Unavailable greeting: play the extension Unavailable greeting.

Leave a Message Prompt

Greeting played to ask the caller to dial 5 to leave a message.
Skip greeting: Do not play a greeting.

Play busy greeting: play the extension busy greeting.

Play Unavailable greeting: play the extension Unavailable greeting.

c) Playback Options

-Announce Message Caller ID

If this option is enabled, the Caller ID of the party that left the message will be
played back before the voicemail message begins playing.

Announce Message Duration
If this option is set, the duration of the message in minutes will be played back
before the voicemail message begins playing.

.Announce Message Arrival Time
If this option is set, the arrival time of the message will be played back before

the voicemail message begins playing.

.Allow Users to Review Messages
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Allow callers to review their recorded message before sending it to voicemail.

2) SMTP Settings for Voicemail
Note: If you want to send voicemail messages as email attachments, please
configure this section.

Note!lf you 1 1 §0 d ma s5ad il allachn I8, peest

E-mail Address® - mypbx@sina com
Password) eessssssssese
SMTP Sarver®d - smitp sina com

Port 25
Use SSL/TLS 1o send secure message to sarvar&?

Test SMTF Setings
Figure 6-57 SMTP Server Settings

:E-mail Address
The E-mail Address that MyPBX will use to send voicemail.

Password
The password for the email address used above

SMTP Server
The IP address or hostname of an SMTP server that the MyPBXwill connect to in
order to send voicemail messages via email, i.e. mail.yourcompany.com.

Port
SMTP Port: the default value is 25.

-Use SSL/TLS to send secure message to server

If the server of sending email needs to authenticate the sender, you need to
select the check box.

Note: Must be selected for Gmail or exchange server.

After filling out the above information, you can click on the “Test Account
Settings” button to check whether the setup is OK.

1) If the test is successful, you can use the email safely.

2) If test failed, please check if the above information is correct or network is
proper.

Pagel10


http://www.yeastar.com/

®
%90 Yeastar MyPBX U5XX Administrator's Guide

6.7 Advanced Settings

6.7.1 SIP Settings

(RS
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Figure 6-58 SIP Settings-General
1) General
‘UDP Port
Port use for sip registrations, Default is 5060.

*TCP Port
Port use for sip registrations, Default is 5060.

*TLS Port
Port use for sip registrations, Default is 5061.

*TLS Verify Server
When using MyPBX as a TLS client, whether or not to verify server’s certificate.
It is "No” by default.

*TLS Verify Client
When using MyPBX as a TLS server, whether or not to verify client’s certificate.
It is "No” by default.

‘TLS Ighore Common Name
Set this parameter as “"No”, then common name must be the same with IP or

domain name.

-TLS Client Method

Pagelll


http://www.yeastar.com/

E
%90 Yeastar MyPBX U5XX Administrator's Guide

When using MyPBX as TLS client, specify the protocol for outbound TLS
connections. You can select it as tlsv1, sslv2 or sslv3.

‘RTP Port Start
Beginning of RTP port range

‘RTP Port End
End of RTP port range

‘DTMF Mode
Set default mode for sending DTMF.Default setting: rfc2833

‘Max Registration/Subscription Time
Maximum duration (in seconds) of a SIP registration. Default is 3600 seconds.

*Min Registration/Subscription Time
Minimum duration (in seconds) of a SIP registration. Default is 60 seconds.

‘Default Incoming/Outgoing Registration Time
Default Incoming/Outgoing Registration Time: Default duration (in seconds) of
incoming/outgoing registration.

‘Register Attempts
The number of SIP REGISTER messages to send to a SIP Registrar before giving
up. Default is 0 (no limit).

‘Register Timeout
Number of seconds to wait for a response from a SIP Registrar before timed out.
Default is 20 seconds.

-Calling Channel Codec Priority

Once enabled, when dialing out via SIP/SPS trunks, the codec of calling channel
will be selected in preference. If not, MyPBX will follow the priority in your
SIP/SPS trunks.

‘Video Support
Support for SIP video or no. Default is yes.

-Max Bit Rate
Configure the max bit rate for video stream. The default: 384kb/s

*DNS SRV Look Up
Please enable this option when your SIP trunk contains more than one IP
address.
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-User Agent
To change the user agent parameter of asterisk, the default is "MyPBX”, you
could change it if needed.

e

Ganaral NAT Codecs Q0s Advanced Settings
nfiguration of this saction is only required when you use remote extensions

Enabls STUN

STUN Address

STUN Pont

External IP Address™y
External Host%>

External Refresh Interval®y
Local Network Identification™

NAT Mode®?  yes -

Allow RTP Re-invita™sy . yes v

w Save K Cancel

Figure 6-59 SIP Settings-NAT
2) NAT
Note: Configuration of this section is only required when using remote
extensions.

‘Enable STUN
STUN (Simple Traversal of UDP through NATS) is a protocol for assisting devices
behind a NAT firewall or router with their packet routing.

*STUN Address

The STUN server allows clients to find out their public address, the type of NAT
they are behind and the internet side port associated by the NAT with a
particular local port. This information is used to set up UDP communication
between the client and the VOIP provider and so establish a call.

‘External IP Address
The IP address that will be associated with outbound SIP messages if the system
is in a NAT environment.

‘External Host

Alternatively you can specify an external host, and the system will perform DNS
queries periodically.

This setting is only required when your public IP address is not static. It is
recommended that a static public IP address be used with this system. Please
contact your ISP for more information.

-External Refresh Interval
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If an external host has been supplied, you may specify how often the system will
perform a DNS query on this host. This value is specified in seconds.

:Local Network Identification

Used to identify the local network using a network number/subnet mask pair
when the system is behind a NAT or firewall.

Some examples of this are as follows:

"192.168.0.0/255.255.0.0": All RFC 1918 addresses are local networks;
“10.0.0.0/255.0.0.0": Also RFC1918;

"172.16.0.0/12":Another RFC1918 with CIDR notation;
“169.254.0.0/255.255.0.0": Zero conf local network.

Please refer to RFC1918 for more information.

‘NAT Mode

Global NAT configuration for the system; the options for this setting are as
follows:

Yes = Use NAT. Ignore address information in the SIP/SDP headers and reply to
the sender's IP address/port.

No = Use NAT mode only according to RFC3581.

Never = Never attempt NAT mode or RFC3581 support.

Route = Use NAT but do not include rport in headers.

-Allow RTP Reinvite

By default, the system will route media steams from SIP endpoints through
itself. Enabling this option causes the system to attempt to negotiate the
endpoints to route packets to each other directly, bypassing the system. It is not
always possible for the system to negotiate endpoint-to-endpoint media
routing.

SIP Settings

General NAT Codecs Qos Advanced Settings

Available Codecs Allowed Codecs

SPEEX u-law
G722 »p a-law
G726 GSM
ADPCM — H261
GT29A H263
MPEG4 — H263P

H264

L4 4

G.729 License Key :

Note: If you would like to use G.729, please enter your license key above.

« Save | € Cancel

Figure 6-60 SIP Settings-Codecs

3) Codecs
A codec is a compression or decompression algorithm that used in the
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transmission of voice packets over a network or the Internet.

u-law: A PSTN standard codec, used in North America, which provides very
good voice quality and consumes 64kbit/s in each direction (receiving and
transmitting) of a VoIP call.

a-law: A PSTN standard codec, used outside of North America, which provides
very good voice quality and consumes 64kbit/s in each direction (receiving and
transmitting) of a VoIP call.

GSM/UMTS: A wireless standard codec, used worldwide, that provides
adequate voice quality and consumes 13.3kbit/s in each direction (receiving
and transmitting) of a VoIP call. GSM/UMTS is supported by many VoIP phones.

SPEEX:Speex is an Open Source/Free Software patent-free audio compression
format designed for speech. The Speex Project aims to lower the barrier of entry
for voice applications by providing a free alternative to expensive proprietary
speech codecs. Moreover, Speex is well-adapted to Internet applications and
provides useful features that are not present in most other codecs.

G.722:G.722 is a wideband speech coding algorithms which supports the bit
rate of 64, 56 and 48kbps wideband. It's a broadband voice encoding of G
series.

G.726: A PSTN codec, used worldwide, that provides good voice quality and
consumes 32kbit/s in each direction (receiving and transmitting) of a VoIP call.
G.726 is supported by some VoIP phones.

ADPCM, G.729A, H261, H263, H263p, H264, MPEG4.
Note: If you would like to use G.729, please enter your license.

SIP Settings

General MNAT Codecs QOSs Advanced Settings

Tos SIP: |CS3 [=] Cos SIP: |3 []
Tos Audio: |EF [=] Cos Audio: |5 []
Tos Video: |AF41 [=] Cos Video: |4 []

w Save | & Cancel

Figure 6-61 SIP Settings-QoS
4) QoS
QoS (Quality of Service) is a major issue in VoIP implementations. The issue
is how to guarantee that packet traffic for a voice or other media connection
will not be delayed or dropped due interference from other lower priority
traffic. When the network capacity is insufficient, QoS could provide priority
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to users by setting the value.
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Figure 6-62 SIP Settings-Advanced Settings
5) Advanced Settings
From Field
Where to get the caller ID in sip packet.

*To Field
Where to get the DID in sip packet.

»180 Ringing
It is set when the telecom provider needs. Usually it is not needed.

‘Remote Party ID
Whether send Remote-Party-ID on SIP header. Default no.

‘Allow Guest

Whether allow anonymous registration extension. Default: no.

This option is used to avoid some anonymous calls by hackers. For more details
about the system security configuration, please refer to APPENDIX BMyPBX
Security Configuration Guide.

-Pedantic
Enable pedantic parameter. Default: no.

‘Alwaysauthreject
If enabled, when MyPBX rejects “Register” or “Invite” packets, MyPBX always
respond the packets using "SIP404 NOT FOUND".

‘Session -timers
Enable session-timer mode, default: yes

-Session-expires
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The max refresh interval

-Session-minse
The min refresh interval, which mustn't be less than 90s

-Session-refresher
Choose session-refresher, the default is Uas

6.7.2 IAX Settings

VOF Port 4369
Sandwidh Low =
Mnimum RegistraionSubecription Time® . &0
Maxkmum Reglstration/Subscription TimeD - 1200

|

Mowed Codacs. 21 glgw ¥ a-law (91 GSM UISPEEX 1 G726 _IADPCM [ G729A (IH261 [ H263 I1H26IP | H26a

o Sam K Cancel

Figure 6-63 IAX Settings
1) General

:Bind Port
Port use for IAX2 registrations, Default is 4569.

‘Bandwidth
Low/medium/high with this option you can control which codec to be used.

*Min Registration Time
Minimum duration (in seconds) of a IAX2 registration. Default is 60 seconds.

‘Max Registration Time
Maximum duration (in seconds) of a IAX2 registration. Default is 1200 seconds.

2) Codecs

A codec is a compression or decompression algorithm that used in the
transmission of voice packets over a network or the Internet.

u-law: A PSTN standard codec, used in North America, that provides very good
voice quality and consumes 64kbit/s in each direction (receiving and
transmitting) of a VoIP call.

a-law: A PSTN standard codec, used outside of North America, that provides
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very good voice quality and consumes 64kbit/s in each direction (receiving and
transmitting) of a VoIP call.

GSM: A wireless standard codec, used worldwide, that provides adequate voice
quality and consumes 13.3kbit/s in each direction (receiving and transmitting)
of a VoIP call. GSM/UMTS is supported by many VoIP phones.

SPEEX:Speex is an Open Source/Free Software patent-free audio compression
format designed for speech. The Speex Project aims to lower the barrier of entry
for voice applications by providing a free alternative to expensive proprietary
speech codecs. Moreover, Speex is well-adapted to Internet applications and
provides useful features that are not present in most other codecs.

G.726: A PSTN codec, used worldwide, that provides good voice quality and
consumes 32kbit/s in each direction (receiving and transmitting) of a VoIP call.
G.726 is supported by some VoIP phones.

ADPCM, G.729A, H261, H263, H263p, H264.
Note: If you would like to use G.729, please enter your license.

6.7.3 Blacklist

Blacklist is used to block an incoming/outgoing call. If the number of
incoming/outgoing call is registered in the number blacklist, the caller will hear
the following prompt: “The number you have dialed is not in service. Please
check the number and try again”.The system will then disconnect the call.

o Add Blackint

Biacklist Type
15260221321 Both X

Figure 6-64 Blacklist List
We can add a number with the type: inbound, outbound or both

Add Blacklist X

MNumber - |

Type : | Inbound |Z|

& Save | & Cancel

Figure 6-65 Add a Number as Blacklist
Note: Add an extension in blacklist, such as 300:
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1) Ifthetypeis“inbound”, then this extension can’t dial other extension and
external numbers, but it can dial IVR or ringgroup.
2) If the type is “outbound”, then this extension can’t be called.

6.7.4 Callback Settings

MyPBX allows caller A to dial an inbound route number, and after hearing the
ring, A can hang up the call or wait for MyPBX to cut off the call, then MyPBX will
call A with this number. When A picks up the call, A can dial the number he
wants to call; MyPBX will call the number with its outbound route.

Notes:

1. If you'd like to use callback feature, please make sure it’s enabled on the
inbound route setting panel.

2. No callback rules needed to be set if the trunk supports call back with the
caller ID directly.

Mot
Allow AR Namben W
ol Add Catback Numbee

No Callback Numbsers Defined

o Add Caiback Rules

No Caliback Rules Defined
o Save A Cancel

Figure 6-66 Callback Settings Page
:Allow All Numbers
If you want to apply Callback function to all incoming numbers, please tick Allow
All numbers.

Follow the step to use this function.
Step 1: Enable Callback.
Inbound Routes — Choose “Yes” on” Enable Callback” to enable this function.
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General

Route Name®) : |pstnin
DID Number € -
Extension & -
Caller ID Number& -
Distinctive Ringmneﬁ ;
Enable Callback : | Yes|»| Callback Settings

Figure 6-67 Enable Callback in Inbound Route
Step 2: Create Callback number

Add Callback Number

Callback Number:

o Save | g€ Cancel

Figure 6-68 Add a New Callback Number

Step 3: Create Callback Rules
You will need to create callback rules when the system should strip or add digits.

Add Callback Rules X

Trunk Mame : | E1Trunk1(E1) v|
stipl:[ | digits before dialing
Prependi‘} : I:I before dialing

o Save g€ Cancel

Figure 6-69 Create Callback Rule

Trunk Name
Choose the trunk with callback rules

-Strip digits from front

Define how many digits will be stripped from the call in number before the
callback is placed. For example, when you call from number 123456789 into
MyPBX, the caller ID is 0123456789, but you can only call 123456789
successfully from MyPBX trunk. You should configure humber 0123456789 as
the call back number and strip 1 digit before the callback is placed

‘Prepend before dialing
Define digits added before a callback humber before the callback is placed. For
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example, the call in number (Caller ID) is 123456789, MyPBX need to send
9123456789 to its trunk when call to this number. You should configure
123456789 as the call back number and add 9 before the callback is placed. You
can add “w” for analog trunks for some delay too.

6.7.5 DNIS Settings

DNIS (Dialed Number Identification Service) is a telephone service that
identifies for the receiver of a call the number that the caller dialed

Trunk Mame - |[SRL Ty =] R

[] - Enable DNIS

DNIS Name - | |

oD Number:| |

o Save J€ Cancel

Figure 6-70 Add a New DNIS
Note: If DID is not configured here, all the calls via this trunk will show the DNIS
instead of the original caller ID

6.7.6 DISA

DISA (Direct Inward System Access) allows someone calling in from outside the
telephone switch (PBX) to obtain an “internal” system dial tone and make calls
as if they were using one of the extensions attached to the telephone switch. To
use DISA, a user calls a DISA number, which invokes the DISA application. The
DISA application in turn requires the user to enter a PIN number, followed by the
pound sign (#). If the PIN number is correct, the user will hear dial tone on
which a call may be placed. Obviously, this type of access has serious security
implications, and great care must be taken not to compromise your security.
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DISA

Add DISA

Add DISA X

General
Name®

PIN #&) -
Response Timeout® : 10
DigitTimeoulG -5

Member Outbound Routes®@
Available Outbound Routes Selected Outbound Routes

pstnout

BB

L404

« Save 2L Cancel

Figure 6-71 Add a New DISA

1) General

‘DISA Name

Give this DISA application a name to help you identify it.

‘PIN #

The password for this DISA

‘Response Timeout

The maximum amount of time the system will wait before hanging up the call if
the user has dialed an incomplete or invalid nhumber. Default is 10 seconds.
‘Digit Timeout

The maximum amount of time permitted between each digit when the user is
dialing an extension humber. Default is 5 seconds.

2) Member Outbound Routes
Used to set the outbound routes that can be accessed from this DISA

6.7.5 PIN User Settings

PIN User is used to manage lists of PINs that can be used to access restricted
features such as Outbound Routes.
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sl Add PIN User
No PIN Usaers Defined

Access Code +g9
Prompt for Entry: | inusar-antry =]
Proept for Failed Entry pinLser-arof E]

o Savs M Cancal
Figure 6-72 PIN User Settings Page
1) Options
-Access Code
.Dial this code to access PIN.

Prompt for Entry

Prompt caller enter the PIN Number.

Prompt for Entry Failure

Prompt the caller when an invalid PIN is entered.

Add PIN User X

Name: | |
PIN List
PIN Lisk:
lMember Outbound Routese®
Available OQutbound Routes Selected
pstnout
2R
HA
o Save g€ Cancel
Figure 6-73 Add a New PIN User
2) PIN User

MyPBX can store a number of PIN Users. PIN Users may be used to keep track
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of calls in relation to particular activities or clients. They can also be used to
keep track of calls by particular users or sets of users.

¢ PIN entered are checked against those stored by the system. If an invalid PIN
is entered, the PIN is requested again.

e The system administrator can configure certain numbers or types of numbers
to require entry of a PIN before you can continue making a call to such a
number.

e The system administrator can also configure you to have to enter a PIN before
making any external call.

‘Name

A character-based name for this PIN list, i.e. “YeastarPIN”
‘PIN List

Enter a list of one or more PINs, One PIN per line.
-Outbound Route

PIN User can use those outbound route to make call out.

6.7.8 Paging Groups

Paging is used to make an announcement over the speakerphone to a phone or
group of phones. Targeted phones will not ring, but instead answer immediately
into speakerphone mode. Please note that this section is for configuring paging
groups. If you would like to configure Intercom settings, please open the Other
Settings -> Feature Codes screen.

This feature is supported by the following SIP phones:

Yealink's T28, T26, T22, T20, T10T, T9CM. Other SIP devices may also work
with this feature but are not officially supported.

Note:A paging group can have a maximum of 20 members.

o 400 Pagrg Dicug

0 WRHF R IO HSF) WMIATIP 0N 59 ) RPN

Figure 6-74 Paging Group List
In this mode, if you dial its number, MyPBX will help to pick up those chosen
members and you can talk directly without any rings.
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Edit Paging Group - 630 X

Paging Group Number®: 620

Du plexﬁ' :
Paging Group Members
Available Extensions Selected

300(SIP)

b3S 301(SIP)
302(SIP)

— 303(5IP)
304(SIP)

— 305(SIP)

w4

o Save & Cancel
Figure 6-75 Add/Edit Internal Paging Group

Paging Group Number
Define the numbered extension that may be dialed to reach this group.

‘Duplex
Paging is typically one way for announcements only. Checking this will make
paging duplex, allowing all users in the group to talk and be heard by all.

6.7.9 SMS Settings

When GSM/UMTS modules are installed, SMS feature is supported.

1) Enable SMS to Email
SMS Sethings

Enabile SMS To Email

GSMUMTS Trunk Name GSNUMTS Port Emuil List
GSM1 1 - ’ A

Figure 6-76 Enable SMS to Email

If you enable this, as soon as the GSM/UMTS trunks receive small messages,
MyPBX will send the text of this message to the email addresses listed on the
Email List.

You can add email addresses to the Email List
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Edit SMS To Email - GSM1 X
Email List

harry@yeastar.com

Email Address: +Add Email

o Save | g€ Cancel

Figure 6-77 SMS to Email Settings

2) Enable Email to SMS
If you enable this, you can use MyPBX to send out message by sending an email
to the specified address.

Emable Emall To SMS

T
‘ Ensble Country Code
Country Code
Racsiva Emads InervatQ &0
Access Cose®

Figure 6-78 Email to SMS Settings

:Enable Country Code
If you want to add country code before the dialed numbers, please tick this.

Country Code
The country code will be added before the numbers which you want to send
SMS.

‘Receive mails every
The interval time of receiving mails from POP3 server

*Access Code

This PIN code is used to verify the subject of the emails received. If the form of
email passes the verification, it will be send out by SIM card. If not, this email
will be deleted immediately.

3) Email Settings
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Email Settings

Noss

Email AddeaasV
Pazawerd O
SMTP Serve [SMTF)
SMTP Barver Port 25
Ruceive Sarver (POPY)
Recaivh Sarver Pot 110

Use SSUTLS for security on this server(SMTPIO

Tast SMTP Sanngs Tas1 FOP3 Settings

o Save K Cancel
Figure 6-79 SMTP/POP Server Settings
Note:
1. If you want to use “"SMS to Email”, please configure POP3 setting.
2. If you configure the POP3 setting, MyPBX will download emails from the mail
server regularly. Once downloaded, the emails will be deleted from the mail
server.

Email Address

This email address will be used to:

1. Send email to the addresses listed on "SMS to Email” setting.

2. Receive email and send the text of the email to the target mobile humber by
SMS.

Note: If you use Gmail, just put your user name here. E.g. email address:
test@gmail.com, you just put “test” here.

Password

Input the password of this email here.

SMTP Server (SMTP)
SMTP Server Port
‘Receive Server (POP3)
‘Receive Server Port

If you want to know more about Email to SMS, please refer toAPPENDIX G

6.7.10 Certificates

MyPBX can support TLS extension. Before you register TLS extension on IP
phone, you should upload certificates first.
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Upload Certificate

Type: JIEE TS
PBX Ceriificate

Choose a ceritificate to Upload: EBrowse..

o Save | | @& Cancel

Figure 6-80 Upload Certificate
Trusted Certificate
This certificate is a CA certificate. When selecting “TLS Verify Client” as “Yes”,
you should upload a CA. The relevant IP phone should also have the according
server certificate.

PBX Certificate

This certificate is server certificate. No matter selecting “TLS Verify Client”
as “Yes” or "NO”, you should upload this certificate to MyPBX. If IP phone
enables “TLS Verify server”, you should also upload the according CA certificate
on IP phone.
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7 Reports

Click BE&E to access
We can check the call detailed logs for counting and system log for debugging

7.1 Call Logs

The call Log captures all call details, including call time, caller number, callee
number, call type, call duration,etc. An administrator can search and filter call
data by filter the call logs by call date, caller/callee, trunk, duration, billing
duration, status, communication type and Pin User.

Swares Conditien
Start Dats 14 Oct 2012 End Dato: 15 Oct 2912 CoteriCallen Truek
Duration Bitog DurationV Sutus AF (=] Communicaticn Type A =] D Stat Searching

. Downiows Pw tecoeds N Dalets I reconds
Show 14 Total 4 View: 2 5]

Tine Callar Caflon Source Tamk  Deathsgtion Tresd  Durstin  Biftisg Duration Status Conremunicuon typo
| M210-1501 3142 00 930939 Seppont Tel ” ” ANSWERED Oumownd |
121015013134 300 Ny Swpport Tes 5 5 ANSWERED Outhownd A
l 2012105013045 300 91S0R1T Sappent Tel 9 ] ANSWERED Outcownd A }
2002101501263 100 s 6 6 ANSWERED Imtermal X
<<Pray Nast>> Page 1 1 Gato

Figure 7-1 Call Log List

Pagel29


http://www.yeastar.com/

Y

?° Yeastar MyPBX U5XX Administrator's Guide

7.2 System Logs

Sradm Loge

b Downisad The Selected Legs 8 Delele The Selaciet Logs

] web oy Vet * -
| Enatls Hardwus Lol Cnabie Kol Logh) | Dmatve Detuyg Log V'

W) Enatle Web Lagh)

Pacaat Capture Tued

et

NIC oo W
Stan =

o Save M Concel

Figure 7-2 System Logs
You can download and delete the system logs of MyPBX.
Options
:Enable Hardware Log
Save the information of hardware; (up to 4 log files)

Enable Normal Log
Save the prompt information; (up to 16 log files)

Enable Web Log
Save the history of web operations (up to 2 log files)

:Enable Debug Log
Save debug information (up to 2 log files)

Packets Capture Tool

This feature always used to capture packets for technician. Integrate packet
capture tool “*Wireshark” in MyPBX.

Users also could specify the destination IP address and port to get the packets.

IP
Specify the destination IP address to get the packets.

‘Port
Specify the destination Port to get the packets.

*NIC
Choose the NIC (LAN or WAN) which you want to capture the packets.

Pagel30


http://www.yeastar.com/

®
%90 Yeastar MyPBX U5XX Administrator's Guide

8 Addons

Clickaiiiislto enter “Addons” page.

MyPBX supports many addons to enhance the function of MyPBX.

In this page, you can install the according addons, including MyPBX Client, Bill
System and Hotel Module.

Before you install an addon, you should have a license. You can buy the license
from Yeastar.

‘oo™ NG

Ny PEX Client (Mon jus

P MySTX Cheot s 20 3ppicaton comsnated st MyPEx Ik conmects your FC and 3 phanes Wik S PRX Clert 300 GAR parionm vasnus operasons ncudng check W) it
Ry estersienslilis mansge coetach, vatemate sl COR of extenson, maiie ched-to-col and cal pases send Nl mesasges bebvees exdersen selale 4

carfurente taf and Cnate 8 ool lask i Tria

Beting System
P Seg SyMermn (a0 ChMDE 200 (ECH DS ENEEGNA Ad COOOUET OMI andytn Bl pregand A0C PO 1ie MupRorted Fade Cas B¢ def JCC0nding fo eonaos e
W Pt caf arabor, prefs TTDAr a0 NArDer ieng Resl Sme rachuuging tetory o3l iogn and 980G A rezorder L/ Enatie

Hotel Moduie (N

s
g M WModule i dessgned £r ien and botwl The leadtems nclece Raom Statss Bockng, Check Ix. Chack Ot Wiksop Call Uo Rol Distus. WMol e and Suey Rapot (1) tratat

Figure 8-1 Addon Page

8.1 MyPBX Client

MyPBX Client is an application coordinated with MyPBX that connects your PC
and IP phones. With MyPBX Client, you can perform various operations including
check extension status, manage contacts, voicemails, and CDR of extension,
realize click-to-call and call popup, send instant messages between extensions,
initiate a conference call, and create a call task, etc.

For more details about MyPBX client, please refer to the link below:
http://www.yeastar.com/Solutions/MyPBX_Client_Solution.asp

8.2 Billing System

Billing System caters for the growing need of billing solutions that can efficiently
monitor the calls and maintain record of each call received/transferred by
IP-PBX. Billing System can charge and recharge extensions and conduct
analysis on the basis of statistics. Both prepaid and postpaid are supported.
Flexible rate settings and detailed records make it extremely easy for enterprise
to monitor charges, spot misuse, and enhance efficiency. With Billing System,
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call accounting are just clicks away.
Note: If Billing System is enabled, DISA and Callback functions would be
disabled.

For more details about Bill System, please refer to the link below:
http://www.yeastar.com/Solutions/Billing_System_Solution.asp

8.3 Hotel Module

MyPBX Hotel Module is designed for inns and hotels. The features include Room
Status, Booking, Check In, Check Out, Wakeup Call, Do Not Disturb, Mini Bar,
and Billing Report.

For more details about “Hotel Module”, please refer to the link below:
http://www.yeastar.com/Solutions/Hotel_Module_Solution.asp
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Click to log out safely.
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10. Use MyPBX

...........

ALL the LEDs show the
status of the 16 RJ11 ports

Switch

IP Phones

500 501

Figure 10-1 U5XX Connection Drawing

10.1 Make outbound call

To make an outbound call, we need to add trunk first. There are 3 types of VoIP
Trunk.

‘DigitalTrunk: E1/T/]1 ports of MyPBX, connected to the ISDN provider

you need to get the detailed signaling type from the provider before configure
the E1 trunk.

*VoIP Trunk: Connected to remote VOIP service server.

you should get an IP address with user name/ password from the provider.
-Service Provider: Connected to service provider server.

you will get only IP address for authorization.

*Analog Trunk: FXO ports of MyPBX, connected to a local PSTN.
:GSM/UMTS Trunk: GSM ports of MyPBX, connected to GSM Network.

‘BRI Trunk: BRI ports of MyPBX, connected to ISDN provider

What are FXO and FXS?
FXS (Foreign Exchange Station) is an interface which drives an analog
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telephone or FAX machine. FXS interfaces deliver power, provide ringing, and
use FXO signaling. FXS interfaces are what allow you to hook telephones and
other analog devices to your PBX

FXO (Foreign Exchange Office) is an interface that connects to a phone line to
supply your PBX with access to a public telephone network. FXO interfaces use
FXS signaling. FXO interfaces allow you to connect your PBX to real analog
phone lines.

10.1.1 Sample Routing via E1 Trunk

Let’s route all inside extensions through an E1 trunk by dialing 9. In
Outbound Routes, add a new outbound route as below.

Edit Outbound Route - pstnout X

Route Mame® - | pstnout

Dial Patten® - (9. |
Sh—ipﬂ : EI digits from front

Prepend these digits & - | ||J\‘-5f'=?'f£= dialing
Password: | |
7.38 Support®
Rrmemory Hunt®) -
Offce Hours -
Member E:-ttensit:rmii
Available Extensions Selected
300{S1P)
e, 301{SIF) ~
_ 302{S1P)
I03I(3IP)
304{S1P)
— 305(SIF)
i BO1{FX5) W
GO2{FX5)
Member Trunll:sﬁ
Available Trunks Selected
pstn10(FX0) E1Trunk1(E1}
pstn11(FX0) ﬁ s E1Trunk2(E1}
pstni12(FX0)
pstn13(FX0) -
pstni4(FXO)
pstn1S(FX0O) b
pstn1G(FX0) W .
VOIP_Supplien SIP)

o Save | |3 Cancel

Figure10-2 Create Outbound Route for E1 Trunk
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As we can see from the outbound route of ‘pstnout’, all phone numbers
starting with 9 will have their first digit stripped off (digit 9) and will be
sentto the E1.

After we have configured the above, we can dial 9 + local number to dial out
via a E1 trunk.

Note: Setting number prefix to wild card X. and setting Strip to 0 digits from
the front will allow all calls to go through this outbound route directly.

10.1.2 Sample Routing via VoIP Trunk

Let’s configure all inside extensions to dial ‘0’ through the VoIP Trunk.

1. Add VoIP service provider

Before we do add this, please make sure you have a VoIP Trunk account.
Trunks>VoOIP Trunk - SIP Trunk

Enter your account information on this page, and click Save.
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Edit VolP Trunk - VOIP_Supplier X

Provider Name: [VOIP_Supplier

Hostname/1P: ||:.atn extgen_com ®

Domain: ||:.atn extgen_com

User Name: |+6621070164

Password: |'|l.ll"l.'l'l

From User: |

|
|
|
Authorization Name: |6621070164@catnexigen.con|
|
|
|

Cnline Numl:]f:r'i‘:i : |

Maximum Channels® - |':I |
Caller D) - [+6621070164 |

Realm® - | |
k| Enable Outbound Proxy Server

Outbound Proxy Server: [202.129.61.102 | Port|S0BD |

Codecs - First [adaw v Second: [ulaw | Third: [GSM__
Fourth: [None v | Fifth:[None v/

Transport: Enable SRTPE . [ tlualiﬁr:
DTMF Mode: |rfc2833 o

DOD Settings

poo: [ ] Associated Extension: +Add DOD

o Save | @€ Cancsl

Figure10-3 Create an VOIP Trunk

2. Add Outbound Routes

As we can see from the Outbound Route of ‘VOIP_OUT’, all phone numbers
starting with Owill have their first digit stripped off (digit 0) and will be sent
to the SIP Trunk.
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Add Outbound Route X

Route Name & - |VOIP_oUT |

Dial Patten® - [0. |
Slripi'] : |:| digiis from front

Prepend these digits L - | | before dialing
Password: | |
T.38 Support®
Rrmemory Hunt®d -
Office Hours
Member Extensions &
Available Extengions Selected
J00{31P)
— I01{SIP) ]
I02{31P)
— 303(SIP)
o I04{31P)
305{S1P)
e GO1{FX5) W
BO2{FXS)
Member Trunks?

Available Trunks Selected
psinTT(FX0) VOIP_Supplier(SIP)
petn12{FX0) s e
pstn13(FX0)
pstn14{FX0) —
pstn13(FXA0)
pstn16(FX0) _—

E1Trunk1(E1) v
E1Trunk2{E1} —

o Save | @£ Cancel

Figure10-4 Create an Outbound route for VOIP trunk
Now that we have added two outbound dialing rules, any call starting with 9

will be routed to the PSTN, and any number starting with O will be routed to
the SIP Trunk.

10.2 Incoming call

Pagel138


http://www.yeastar.com/

»
7.' Yeastar MyPBX U5XX Administrator's Guide

10.2.1 Sample Routing to an IVR

Let’s configure an incoming call to route to the IVR. In the IVR itself, let’s
configure digit Oto route the call to extension 300, and digit 1 to route the
call to extension 301.

1. Add IVR
To add a new IVR, go to IVR-> Create New IVR

Edit IVR - welcome X

Number® : 660
Name & |welcome
Promptéd . | default “| Custom Prompts
Fepeat Count®-
Key Timoutﬁ:
K] &) Enable Direct Dial
ﬁl(eypress Events
Key Action Destination

0 |Cnnnect to Extension v| | Extension -- 300 v|

1 | Connect to Extension | | Extension - 301 v

2 [Mo Action v | w

3 [Mo Action | e

4 [No Action v| w

5 [Mo Action ~| w

6 [No Action v| W

7 [Mo Action ~| w

& [Mo Action | W

9 [Mo Action | w

# [Mo Action | v

* [Mo Action ~| w
Timeoutd [ Connect to Extension ~| | Extension -- 300 |
Invalid & | Connect to Extension v | | Extension -- 300 v

o  Save 44 Cancel

Figure10-5 Create IVR

2. Add Inbound Routes

As we can see from the Inbound Route of' VOIP_IN’, all incoming calls will be
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sent to the IVR.

Add Inbound Route X

General
Route Namn&:'i‘:i : |VG|P—|N |
DID Number & : | |
Extension & : | |
Caller ID Murmber & - | |
Distinctive Ringtone 'ﬂ : | |
Enable Callback : Callback Settings
Member Trun ksﬁ
Available Trunks Selected
psinTT(FX0O) VOIP_Supplier(SIP)
psin12{FX0) ~ L
psin13(FX0)
psin14{FX0) =
psin15(FX0)
psin16(FX0) _—
E1Trunk1{E1} v
E1Trunk2(E1) —

Business Days

Office Hours - [default v|

Office H

Desﬁai?uunrf VR v [VR — welcome v
MNon-office H

u[?esli::iinr?l;lm |WR "’| ||'"-’R - welcome v |

During Holidays

Heliday : | v|
Destination : [End Call v| v
Fax Detection
Destination : Mo Detect | [

W Save 24 Cancel

Figure10-6 Create Inbound Route for VOIP Trunk

APPENDIX A FAQ

Pagel140


http://www.yeastar.com/

»
%90 Yeastar MyPBX U5XX Administrator's Guide

Q1. How to Register SIP devices?

Al:

1)Register SIP softphone

Download the x-lite softphone from counterpath website
www.counterpath.com

After install the x-lite, right click the panel and select the SIP Account setting
and then configure it.

Display Name: 500

User Name: 500

Password: 500

Authorization Name: 500

Domain: 192.168.5.150

2) Register IP Phone (for example, Yealink’s T28 IP Phone)

a) Connect the T28’s Internet port to the switch. And it can get the IP from
your route.

b) Press the ‘OK’ key on T28 to get the IP of T28.

c) Put the IP on web browser then you can enter the T28 configure page
through this IP.

d) Put the SIP extensions info on the T28 IP phones.

Display Name: 501

User Name: 501

Register Name: 501

Password: 501

SIP Server: 192.168.5.150

Use the same method register another T28 to other extension.

Q2. How do I reset MyPBX back to the factory default settings?

A2: To perform a reset, please follow steps below:

Step 1:Hold downthe ‘Reset’ button on the back of the unit for 5 seconds
and watch the LEDs on the front of the MyPBX. When the status LED turns
red, let go of the reset button.

Step2:When the RUN status LED starts blinking,MyPBX will be set back to
factory defaults.

Step 3: To access the configuration page, navigate t0192.168.5.150using a
web browser. Make sure that you are on the 192.168.5.0 subnet before
doing this.

Step4: Login to the device with the username ‘admin’ and the password
‘password’, in order to begin reconfiguring the device.

APPENDIX B MyPBX Security
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Configuration Guide

VoIP attacks, although it is not an everyday occurrence, it does exist. While
using VoIP, system security is undoubtedly one of the issues we care about most.
But with the appropriate configuration, and some basic safety habits, we can
improve the security of the telephone system. Moreover, the powerful built-in
firewall function in MyPBX is adequate to enable the system to run safely and
stably.

This guide will introduce the highest defense level in MyPBX,and we strongly
recommend that you configure firewall and other security options according to
this guide, to prevent the attack fraud and the system failure or calls loss.

1. Security Configuration for Web GUI

1.1 Change the default access port for HTTP on

Options page

PBX->Basic Settings> General Preferences>HTTP Bind Port

General Preferences
General Preferences

Ring Timeout®: 30 5
MAX Call Duration@: G000 5

Maximum Concurrent Calls€: 0
Music On Hold: | calmriver E|

Tone Region™®: | United States/Morth America E
HTTP Bind Port: 20 |
FXO Mode®: FCC [=]

Virtual Ring Back Tone®: | Mo E|
Distinctive Caller ID@: No [«
Follow Me Prompte®: | Yes E|
Music on hold for Follow Me®: | Default |Z|
Invalid Phone Number Promptd;

Busy Line Promptid:

BT

Dial Failure Prompt:
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Figure B-1

1.2 Change the default password for the web GUI

System->System Preferences->Change Password

Change Password

Change Password

User. | admin E|

Enter Old Password: |:|

Enter New Password:
Retype Mew Password:

Figure B-2

2. Disable SSH on LAN Settings Page

2.1 Disable SSH

Select LAN Settings>Enable SSH. If external debugging isn’t required, please
select “"No”".

LAN Settings

DHCP: No [«]
|Enable s5H: [ No [+] Port/3022
Hostname: [MyPBX
IP Address: [192.168.4.142
Subnet Mask : |255.255.254.0
Gateway : |192 16851
Primary DMNS ; 192.168.5.1
Secondary DMNS
IP Address2:
Subnet Maskz:

Figure B-3
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2.2 Change the default password for SSH

We can use the Linux command passwd to change root password of MyPBX.
1. Login via putty.exe

22 PuTTIY Configuration

Categarny:
= Sezsion B azic options for your PuT T seszsion
T L.l:lglglng Specify the destination you want to connect to
srmina Host Mame [or IP addrezs] Eort
K.eyboard
1392.168.5.139 g022
Bell
Features Connection type: L
= window ) Raw O Telnet O Rlogin SESH (O Serial
A
ppea_rance Load. =awe or delete a stored seszsion
B ehawviour
Translation Sawved Sezszions
Selection
Colours

: Default Settings
= Connection

Prowsy
Rlogin
+- S5H

Seral . .
Cloze window on exit:

(0 Alveays ) Mever (*3 Only on clean exit

T

Figure B-4
2. The default username is root and the default password is ys123456.

#1892, 168.5. 139 — PulTY

Figure B-5

3. Use command passwd to change the root’s password
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P

2 BEEH]

1 Built-in shell (mwsh)

Figure B-6

3. Security Configuration for Extensions

3.1 Change the default SIP Port

PBX->Basic settings>SIP Settings>General>UDP Port
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SIP Setlings

General || MAT || Codecs || Qos || Advanced Settings |

UDP Port
-
TCP Port
&

5060

[
Enable

(]

5060

TLS Port
Enable o
RTP Port Start:

RTP Port End:

5061

10000
12000

DTMF Mode -
Max Registration/Subscription Time @

fc283: [ =]

3600
60
120
Register Atempts©: 8

20
Yes

Min Registration/Subscription Time &
Default Incoming/Outgoing Registration Time &

Register Timeoutid:

Calling Channel Codec Priority®:
Video Support &

Max Bit Ratet¥:

DMS SRV Look Up:

User Agenti:

[][]

Yes
384
Mo

kbis

Figure B-7

3.2 Disable guest calls

PBX->Basic settings>SIP Settings>Advanced Settings>Allow Guest

SIP Settings

General || NAT || Codecs || Qos || Advanced Settings |
From Field: | From E|
To Field: | INVITE [~
180 Ringing: [
Remote Party IDG: [|send [Jtrust
|Allow Gueste: | No [=]]
Pedantict: | Mo =
Session-timers®: | Accept =
Session-expires: 1800 5
Session-minse®®: (90 5
Session-refresher | Uas E|

Figure B-8
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3.3 Security Configuration for remote extensions

If remote registration isn’t required, please disable it.
PBX->Extensions>FXS/VoIP Extensions=> VoIP Extensions->General->VoIP
Settings

VolP Settings
NATE: [ Qualify: Enable SRTPG- [

Transport UDP [»| DTMF Mode®: RFC2833 [v| | Register Remotely: |

Figure B-9

3.4Set a robust password and enable IP restriction

for extensions

1) Set a new extension password at a higher security level, e.g. AjK5Up1G.

PBX->Extensions>FXS/VoIP Extensions—> VoIP Extensions->General>Password

General || Other Settings |

General
Type: | SIP Extension®: 6010 Password®: |AKEUp1G
Mame®: G010 Caller IDW: |6010

Figure B-10

2) Enable IP restriction and enter the permitted “IP address/Subnet mask”, e.g.
192.168.5.136.
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Edit Extension - 6010 X
| General | Other Settings |
Other Options
[l cal waitng®  [CIpnp@ [Vl user web Interface @ Ring Quté®: 30
Follow me
] Always -
@ Voicemail
Follow me:  [V] Mo answer Transferto:
) Mumber

[¥] When Busy

|P Restriction
Enable IP Restriction:

Permitted '|P address/Subnet mask’ 1 &:192 1658.5.0/255.255 255 255
Permitted '|P address/Subnet mask’ 2 &
Permitted |P address/Subnet mask’ 3 @

Permitted 'IP address/Subnet mask’ 4 &

Mability Extension
"1 Enable Mobility Extension  Mobility Extension Number:

Spy Settings
["] Allow Being Spied Spy Modes&: | —— (]

Figure B-11

4. Setup Proper Firewall Rules

Note: Please backup the configurations on backup and restore page before you
go ahead.In the case that you lock the device, you can reset to factory default
and restore the previous configurations.

Stepl. Enable firewall on firewall page of MyPBX.
System->Firewall Settings—> Firewall Rules>General Settings
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General Preferences

» General Settings

HNote:

1.¥ou must reboot the system after enabling or disabling firewall.

Z Itis strongly recommended to add local network address to a comman rule with the "action
is 'accept,

or it may be dragged into the blacklist.

[¥]é¥Enable Firewall

[CJ&Disable Ping

Firewall is not

DUD[GDNI enabled

Figure B-12

Step2.Add a common rule to accept local network access.

Create a common rule to allow the all the IP addresses of the local phones to
access MyPBX server. For example, if the IP addresses of the local network are
192.168.5.1-254, the configurations could be as below:
Name: LocalNetwork
Protocol: BOTH
Port: 1:65535
IP: 192.168.5.0/255.255.255.0
Action: Accept

Mame®: |LocalNetwark
Description:

Protocol®: UDP [«
Portid: 1 :|65535
IP&¥: 192168 5.0 /1266 255 2660
MAC Address
Actiond: AcceptE

o Save | & Cancel

Figure B-13

Step3.Create common rules to accept remote extensions or remote

administrators, if you use a SIP trunk, please accept the provider’s host as well.
Note: If there are no remote extensions, the rule is not required.

Set up the firewall rule to allow the public IP address of remote extensions to
access MyPBX server. .9.110.111.132.6, the configurations could be as below:
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Name: Remote Extension

Protocol: BOTH

Port: 1:65535

IP: 110.111.132.6/255.255.255.255
Action: Accept

Edit Firewall Rule X

Mame'd: RemoteExtension
Description:

Protocol€: BOTH [ |

Portd: 1 . 65535
P& 1101111326 12585 2585 2558 255
MAC Address@:

Action AcceptE

o Save | & Cancel

Figure B-14

Step4. Configure auto blacklist rules

Auto blacklist rules: the Server would add the IP address to the blacklist
automatically if the number of the packets it sends exceeds the rule you
configured.

Add two auto blacklist rules for port: 5060.

Rule No.1:

Port: 5060

Protocol: UDP

IP Packets: 120

Time Interval: 60 seconds

Edit Auto Blacklist Rules X

Porté¥: 5060
Protocol®: | UDP ||
IP Packets & 120

Time Interval & |50 seconds

o Save | ¥ Cancel

Figure B-15

Rule No.2:
Port: 5060
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Protocol: UDP
IP Packets: 40
Time Interval: 2 seconds

Edit Auto Blacklist Rules X

Porté¥: 5060
Pratocol&: | UDP ||
IP Packets & 40

Time Interval & |2 seconds

o Save | & Cancel

Figure B-16

Add an auto blacklist rule for Port:8022
Rule No.3

Port: 8022

Protocol: TCP

IP Packets: 5

Time Interval: 60 seconds

Edit Auto Blacklist Rules X

Portéd: 3022
Pratocol&: TCP ||
IP Packets ¥ |5

Time Interval & |60 seconds

o Save | & Cancel

Figure B-17

Step 5. Add a Firewall Rule for VoIP trunk registration

Note: If there is no VoIP trunk, this rule is not required. And if the RTP IP
address of VoIP trunk and Registration IP address of the VoIP trunk are different,
we need to create a rule to accept the RTP IP address too.

Add a rule to accept the IP address of the VoIP trunk to access MyPBX server. For
example: If the IP address of the VoIP trunk is 110.5.14.6, Protocol is UDP and
Port is 5060, the configuration could be as below:

Name: VoIPTrunk

Protocol: UDP

Port: 5060: 5060

IP: 110.5.14.6/255.255.255.255
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Action: Accept

Edit Firewall Rule X

Name®: VolPTrunk

Description;

Protocal &

Portd¥: 5060

- /5060

IP&: 110514 6

\1|255 255255 255 |

MAC Address &

Action¥:

& Save

& Cancel

Figure B-18

Step 6. Add a firewall rule to accept remote access of HTTP port. For example,

if the remote access IP is 110.5.14.6, and the port is 80, the configuration could

be as below.

Name: RemoteHTTP

Protocol: TCP

Port: 80:80

IP: 110.5.14.6/255.255.255.255
Action: Accept

Edit Firewall Rule X

Name®: RemoteHTTP

Description;

Protocal &

Port: 20 BED

IP&: 110514 6

\1|255 255255 255 |

MAC Address &

Action¥:

i Save

& Cancel

Figure B-19
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Step 7. Add a firewall rule to accept remote access of SSH port. For example:

if the remote access IP is 110.5.14.6 and the port is 8022.
Note: If the remote access of SSH port is not needed, this rule is not required.

Name: RemoteSSH

Protocol: TCP

Port: 8022:8022

IP: 110.5.14.6/255.255.255.255
Action: Accept

Edit Firewall Rule X

Mamed: RemoteSsH
Description;

Protocol&: TCP [«
Portid: 2022 t|8022
P& 1105146 /1265 255 256 255
MAC Address &
Action@: AcceptE

o Save | & Cancel

Figure B-20

Step 8. Add other firewall rules by yourself. For example, if you are using

features related to email, you should add the firewall rules for the SMTP server
and POP3 server.

Step 9. Enable Drop all (If this feature is enabled, all the packets and

connection that do not match the rules would be dropped.)

Note: Before enable this feature, please add a rule to accept the local network
access, or the server might not be accessed.
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General Preferences

) General Settings
Note:
1.You must reboot the system after enabling or disabling firewall
2 Itis strongly recommended to add local network address to a common rule with the ‘action
is ‘accept,
or it may be dragged into the blacklist
[Vl&Enable Firewall

[Tl pisable Ping
V& Drop Al F"ew?;:l:;)::eodt

Figure B-21

Step 10. The Configuration of firewall settings is completed. See the figures

below.

General Preferences

} General Settings

Note:

1¥ou must reboot the system after enabling or disabling firewall.

2 Itis strongly recommended to add local network address to a common rule with the "action’ is
‘accept’,

or it may be dragged into the blacklist.
[¥]&¥Enable Firewall

[Tl Disable Ping
Firewall is not
Drop All enabled

» Common Rules

o AddRule
Protocol MAC Address Port
2 & ACCEPT LocalMetwork UDP 192.168.5.0/255.255.255.0 - 1.65535 _/ Fa
¥ & 3 & ACCEPT RemoteExension BOTH  110.111.132 6/255.255 255.255 - 1:65535 / A
3 & 3 & ACCEPT YolPTrunk UDP 110.5.14.6/255.255.255.255 - 5060:5060 _/ A
F 4 % & ACCEPT RemoteHTTP TCP 110.5.14 6/255 255 255 255 - 80:80 / Fal
¥ & ACCEPT RemoteSSH TCP 110.5.14.6/255.255.255.255 - B8022:8022 / A
b Auto Defense
o AddRule
No Auto Defense Rules Defined
Figure B-22
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IP Blacklist

| Blacklist Rules

= Add Rule
Port Protocol Rate
5060 UDP 120/60s # F3
5060 UDP 40125 (£ X
8022 TCP 5/50s # X
) IP Blacklist
No Auto Black IP Address

Figure B-23

Step 11. Define the authorized data transmitting rate and drop all other

unauthorized hosts.

Note:If we setup IP blacklist rules here, those unauthorized hosts will still be
able to send SIP packets into MyPBX if the packets transmitting rate is under the
rate defined. But as soon as the transmitting beyond the define rate, the IP will
be added into blacklist automatically.

This is useful for remote extension who is using dynamic IP address.

Remove all the IP blacklist rules if you don’t allowed any other unauthorized
hosts access MyPBX.See as below figure.

Note: If ‘drop all’ is not enabled, please don’t remove the IP blacklist rules in
case the system security hole.
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General Preferences | Apply C

 General Settings
Note:
1¥ou must reboot the system after enabling or disabling firewall.
2 Itis strongly recommended to add local network address to a common rule with the "action’ is
‘accept’,

or it may be dragged into the blacklist.
[¥]&¥Enable Firewall

[Tl Disable Ping
. Firewall is not
Drop Al enabled

» Common Rules

o AddRule
Protocol MAC Address  Port
%1 ACCEPT LocalNetwork  UDP 192.168.5.0/255.255.255.0 = 165535 X
¥ # 3 & ACCEPT RemateExtension BOTH  110.111.132.6/255.255 255 255 - 165535 |/ X
3 #5 & ACCEPT  VolPTrunk UDP  110.5.14.6/255.255 255.255 = 5060:5060 X
%4+ 3 ACCEPT RemoteHTTP  TCP  110.5.14.6/255.255.255.255 - 80:30 £ X
¥ s ACCEPT RemoteSSH TCP  110.5.14.6/255.255 255 255 = B022:8022 x

b Auto Defense

o AddRule

No Auto Defense Rules Defined

Figure B-24

IP Blacklist Apply C

| Blacklist Rules

= AddRule

No Auto Defense Rules Defined

IP Blacklist

-

No Auto Black IP Address

Figure B-25

5. Alert Settings

After enabling alert settings’, if the device is attacked, the system will alert the
users via call or e-mail. The attack modes include IP attack and Web Login.
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5.1 IPATTACK

When the system is attacked by some IP addresses, the firewall will add the IP
to auto IP Blacklist and notify the user if it match the protection rule.
Example: Configure to notify extension 500, outbound number 5503301 and
E-mail alert@yeastar.com.

configuration could be as below.

Phone Notification Settings:

Phone Notification: Yes

Number: 500;5503301

Attempts: 1

Interval: 60s

Prompt: default

Note: If there is an outbound number to notify, the number should fit the dial
pattern of the outbound route.

E-mail Notification Settings:
E-mail Notification: Yes
To: alert@yeastar.com
Subject: IPAttack

IPATTACK X

Phone Motification Settings
Phone Motification: | Yes |Z|

Mumber&®: |500;5503301
Attempts ;| 1 |E|
Interval&: 60 5
Prompt: | default |E| Custom Prompts

E-mail Motification Settings
E-mail Motification: | Yes |E|

Todk: |alent@yeastar.com
Subject: IPAttack

& pbx hostname: $(HOSTMNAME)
attack source ip address:$(SOURCEIR)
attack dest mac:B{DESTMAC)
attack source port:$(DESTPORT)
attack source protocol:3(PROTOCOL)
attack occurred:$(DATETIME)

% Save | Cancel

Figure B-26
5.2 WEBLOGIN
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Enter the password incorrectly five times when logging inMyPBX Web interface
will be deemed as attack, the system will limit the IP login within 10 minutes and
notify the user.
Example: Configure to notify extension 500, outbound number 5503301 and
E-mail alert@yeastar.com.
configuration could be as below.
Phone Notification Settings:

Phone Notification: Yes

Number: 500;5503301

Attempts: 1

Interval: 60s

Prompt: default
Note: If there is an outbound number to notify, the number should fit the dial
pattern of the outbound route.

E-mail Notification Settings:
E-mail Notification: Yes
To: alert@yeastar.com

Subject: WeblLogin

WEBLOGIN X

Phone Motification Settings
Phone Motification: | Yes |Z|

Mumberé®: |500;5503301
Attempts ;| 1 |E|
Interval&: 60 5
Prompt: | default |E| Custom Prompts

E-mail Motification Settings
E-mail Motification: | Yes |E|

Told: |alent@yeastar.com
Subject: WeblLogin

& | pbx hostname: $(HOSTMNAME)
login ip address: $(SOURCEIF)
login username: S(USERMNAME)
login occurred: S(DATETIME)

o Save | #& Cancel

Figure B-27
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APPENDIX C How to Configure
external storage

Before External storage can be properly configured, an SMB share folder
accessible from MyPBX must be set up on a Windows based machine. Once
that has been set up, please follow the steps below.

Step 1 Add a new folder, rename it, and set this new folder’s share
Properties according to Figure C-1.

y || Ci=-S share Properties @E

General | Sharng | Customize

Local zharing and security

[ g To zhare thiz folder with other ugers of thiz computer

To make thiz folder and itz subfolders private 2o that
only you have accesz, select the following check box,

Metwork, sharing and security

J  To zhare thiz folder with both network, ugers and other
AL users of this computer, select the first check box below
= = and tupe a zhare name.

Share thiz folder on the netwark,

Share name: |share

Allow network users to change my files
Learn rare about sharing and security.

jr,; YWindows Firewall iz configured to allow this folder to be ghared
with othier computers on the netwark.

"Wig wour Windows Firewall settingz

[ OF. ] [ Cancel

FigureC-1 Set up share Properties

Step 2Enter the new folder and create a new text file, then rename this file
to status.txt. This step is very important, DO NOT forget to create the
status.txt file.

Step 3ConfigureExternal storagesettings on MyPBX to Figure C-2.
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Step 2: input the Nel-Disk properties

Net-Disk Host

Net-Oisk Share Name
Net-Disk Access User Name
NelDisk Access Passwoed

Move files oealed before 5 |»] aaye age

¥ Saw & Cancel
FigureC-2 External storageSetting

Net-Disk Host/IP:Change this to the IP address of the computer where
backup files will be stored.

Net-DiskShare Name: Change this to the name of the shared folder where
backups will be stored.

Net-DiskShare Username: The user name used to log into the network
share. Leave this blank if it is not required

Net-DiskShare Password: The password used to log into the network
share.Leave this blank if it is not required

If configuringis correctly, open your Windows share folder to see if the
MyPBX backup files and folders has been created.If the contents of the
backup folder look similar to Figure B-3, then you have successfully
configured External storage on the MyPBX unit.

Step 1 Stop 2 Stop 3

Make sure the g% are succ

The setings are successiully completed & the fodder shows up as following figure

-

Qe 3 Diiee e | T

ey §

FigureC-3 External storagesetting succeed
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APPENDIX D How to Configure
NAT setting

When MyPBX is behind a NAT(firewall),you need to configure NAT
setting on MyPBX if you want to use a remote extension.

Please follow section 1 or 2 below depending on your network configuration.
1. If MyPBXis connected to a local network, you must set up port forwarding
on your router. Specifically, you must map port 5060 (default SIP port) and
port 10001-10200(default RTP port range) as UDP ports.

Next,log in MyPBX WebGUI, go to 'PBX’->'Advanced Settings’ ->'SIP
Settings’ ->'NAT’

External IP Address: your router’s public IP address

External Host: your router’s domain

ExternalRefresh Interval: 20 seconds

Local Network Identification:192.168.5.0/255.255.255.0 (change this
according to your network configuration)

NAT mode: Yes

Allow RTP Reinvite: Yes

Enatee STUN

STUN Ascrevs

STUN Pert

Extamal B Acdrees V)

Esterng Hoatt) | versts
Trtemsl Fefveh trtnevat 2
Lotat Hetwart iieatfeatea )  [132 162 50255 255265

NAT ModeV) | 1®

Abew HTP BeerateV ”
K Carcm

FigureD-1

Assuming that your router’s host address is yeastar.3322.org, your local
network is from 192.168.5.1-192.168.5.254, and the subnet Mask is
255.255.255.0, the MyPBX network settings should configured like Figure
C-2
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CHCP (b v

Enatle 591 [Ves v Padsn |

o Swe  Of Caecel

FigureD-2 MyPBX Network setting

2. If MyPBX has a public IP, (i.e. is connected directly to your internet service

provider), the network settings should be configured according to Figure
C-3:

OHER: [Na_vi
Eratie 550 [Ves Vipot[o0:z |
Howname [MyPEX

1 Addmas |

Sutoe! Mz |

Prevary D8NS [112 30 35 25¢ 1
e ] T —

P Aodess? |

Sutest Mast> |

o Sam 0L Concel

FigureD-3

Now, MyPBX has been configured as a public IP, so there is no need to
configure NAT again, just leave all settings in ‘"NAT’ blank.
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APPENDIX E How to Use Auto
Provision

Step1. Disable DHCP Server on your local network.
E.g. Disable DHCP Server on Linksys Router.

LINKSYS®

A Division of Cisco Systems, Inc.

Firmware Version: 1.04.06
Etherfast® Cable/DSL Router BEFSR41

[ 1
Setup Applications
& Gaming

Basic Setup ] mac e | Advanced Routing

Administration Status

Iinternet Setup

Basic Setup

Internet Connection Type | Obtain an IP automatically V|

The Basic Setup screen is
where bazic configuration iz

| performed. Some ISPs (Internet
Service Providers) will require

Optional Settings

(required by some ISPs) Hest Name: |

f . that you enter the DNS
0 Name:
omain am | | information. These settings can
MTU: (O Enable @) Disable Size: be obtained from your ISP. After
you have configured these
=zettings, you =hould =et a router
Network Setup password from the
Administration-=Management
Router IP Local P Address: . _ . SCTEEN.
Subnet Mazk: |255.255.:55.- v|
Completing the Internet Setup
=zection iz all that i= required to
Hetwork Address T Ly =et up for your specific ISP.
Server Settings (DHCP) Local DHC? Server. O enable O pisable | Please look at the table below to
Start P Address: 192.168.1. l:l configure the Router for your

Internet connection.

Number of
Addrezs: I:I

2 o More...
DACP Address 1c5 162.1.100 to 192.168.1.148 s
Range:

Client Lease Time:

i

minutes (0 mean

w

one day}
Static DNS 1:
Static DNS 2:
Static DNS 3:

WINS:

il
il
il
CIEIEE

Cisco SYSTEMS

Save Settings Cancel Changes

FigureE-1

Step2. Enable DHCP Server on MyPBX.
Login MyPBX web interface, ‘System’>'Network Preference’ ->'‘DHCP
Server'>'Enable DHCP Server’.
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e
WoAN Suge Roow [ mast
Setwet Mast (295 2 2va
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Puvay OVG | [102 W8 51
R A Sacmmwy O |
[N, M P Mo Prom (122 w8 53
IPIF Zarvmld [ Bp V12 5685 1S
Powew Powe NT® Gavom
B
(Ot o
Fatamrt lanyt
Dam s S
FTaes datwe v
(SO
FigureE-2

Step3. Configure phones on MyPBX auto-provision page.
1. Login MyPBX web interface, '‘PBX’ ->'Extensions’ ->'Phone Provisioning’
->'Add Phone’.

_"MMM _'-CMN*-M A, Cecis fe Zacwe Morm Totsl & Shew B0 Ve 1L &
T '
e s
Iy iy | Wet Comtgumed M
Loves D8 Saiege
N o — e
2l ' LR ST Toave -
g \ I ? LI Ve =
i ’ 8 15k Tardad Vasra
e t
| ‘ rerry [
s o DRI Taedne Youlrd
r=a e ‘ . il Nt - = o
e ' P — Vosine
FigureE-3

2. Fill in the phone detail message on the pop-up windows.

Input IP Phone’s MAC address, configure Name, Callwaiting, Line,
Extension,Label, Line active for the phone.And also you can configure other
features on the phone, like codecs, memory keys etc.
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Add Phone X
General | | Codecs | | Memory Key Setfings | | Line Keys Seffings |
Enabled: | Yes v| NewConfigh) -
MAC Address: [001565 | Name:| ]
Manufacturer: | Yealink b | Phone Type:
Call Waiting: |Enabled v| Key As Send:
Auto Redial: | Disabled v| Auto Answer:
Phone Book: | Enabled v
Line
[1 Line1t Extension: R Label: Line Active:
[ Linez Extension: R Label: Line Active:
[ Lines Extension: e Label: Line Active:
[ Lines Extension: w Label: Line Active:
] Lines Extension: w Label: Line Active:
[ Lines Extension: w Label: Line Active:
W Save 44 Cancel

FigureE-4

Step4. Turn on the power and connect the network cable to IP Phone.
Remark: The factory default setting of DHCP for IP Phone is enabled, so you
can skip this step to step 5.

If the DHCP is disabled, please follow the stepsbelowto enable it. (e.g.Yealink’s
IP Phone).

1. Login IP phone’s web page.

2. Enable DHCP.
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Status | Account Phone ] Contacty ‘ Upgrace ] Setusity

FigureE-5

Step5. Finish.
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APPENDIX F HowDo I Configure
Distinctive Ring Tones

Step1: On your IP phone, navigate to the Phone settings web configuration
page and find the Distinctive Ring Tone section.

For each custom ring tone, enter the Internal Ringer Text (can be digits or text)
to trigger the ring tone. For example, you may enter “Family”.

e.g.: Yealink’s IP phone.

Yealink

Status f ol = T seany
ehomren | Fetinie | Osseay | ST ke | i | vang | Toess | Dbl | D&
1 Irtama Fegar Tadt Farnly Q ~
- NOTE
Intena fongsr Fia RiNg1 wiw v
2 Intarnal Rnger Taxt
Intsend Rnger Fls RFe2 wav .~
3 Irtarnad Bnger Toit
Inteendd R R Ringd wav v
4 Internal Fmgar Tent
Intaend Rnger Rz Ring4 waw v
| Intarnal Fnger Toxt
Irkarmad Fpse Fis RINGS. W v
(-] Inbesnal Fanger Text
Intaenad Fnger Fia RINgG. wa -
7 Intesrndd Fngey Text
Intanal Fnger Fla RINg7T wiw v
g Intsenal fngsr Teut
Intarnal Fngar Fla RingE wav »
9 Inbeenad Rnger Text
Interal Fnger Fla RIngLwav -
10 Intéensd Rngar Teut
Internad Fnger FHe Rl wav v
Corfem Carcel

FigureF-1

Step2.Configure the ‘Distinctive Ringtone’ on MyPBX.

Login MyPBX web interface, ‘PBX’ ->‘Inbound Call Control’ ->‘Inbound
Routes’>Edit Inbound Route, fill in the Internal Ringer Text on ‘Distinctive
Ringtone’.
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General

Route Namn&:'i':-i :|[VOIP_IN

DID Number & : |

Extension & |

Caller ID Mumber®d - |

Distinctive Ringtone 0 - |family

Enable Calloack : Mo s Callback Settings

Member Trunks &
Available Trunks Selected
E1Trunk1{E1)} VOIP_Supplier{SIP)}
192,166 4. 147(5P5) —
s
e
s
Business Days
Office Hours : [default v|
Crffice Hours
Destination - (VR v [IVR -- welcome W]
Mon-office Hours
Destination - |End Call v| | v|
During Holidays
Haoliday : | v|
Destination - |End Call v| v
Fax Detection
Destination - [Mo Detect v| v

o Save 24 Cancel

Figure F-2

Step3. Finish.
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APPENDIX G How to Use Email to
SMS

How to use Email to SMS

You need to send an email to the specified email address (you set in Email
Settings. In this case, it is lears@yeastar.com).The content of this email will be
sent to the number you want as message. The subject (title) of the email will
determine the number. Here are some examples of the formats to the subject of

the email.

Example:

1. Send message with no PIN code and default GSM port.

Format: phonenumber

if the subject is "12345678", the text of this email(“"Welcome to Yeastar!”) will
be sent to number "12345678" through the first available GSM trunk(No pin
code should be set by administrator).

\» To: lears@yeastar.com /7 X

Subject: = 12345678
Insert: [] Attachments 5a Office docs  [&=| Photos v From Bing v &) Emoticons

E@EA

A= wmm

i
1]
il
I
I
A

n

Tahoma (|10 v| B I U

Welcome to Yeastar!

FigureG-1

2. Send message with no PIN code and specified GSM port.

Format: port:portnumber-phonenumber

if the subject is "port:9-12345678", the text of this email (“Welcome to
Yeastar!”) will be sent to the number "12345678" through GSM trunk 9 (No pin
code should be set by administrator).

=)
] To: | lears@yeastar.com 7 X

Subject: = port:9-12345678

Photos » From Bing v &3 Emoticons

Wl

Insert: |[] Attachments 3 Office docs

A
(1]
¥
i
2
>
il
>

Tahoma v |10 ~ B I UEEZEiz =€

Welcome to Yeastar!
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FigureG-2

3. Send message with PIN code and default GSM port.

Format: 500:pincodenumber-phonenumber
if the subject is "500:987-12345678", the text of this email("Welcome to

Yeastar!”) will be sent to number "12345678" through the first available GSM
trunk("987" is the pin code set by administrator).

I To: l lears@yeastar.com # X

Subject: = 500:987-12345678
From Bing v (&5 Emoticons

Tahoma v[l'i0 v| B U TITEEAE A

Insert: |l| Attachments 2 Office docs || Photos
- wiv] =

I
(i
I
|11
|11
nhi
(U]

Welcome to Yeastar!

FigureG-3

4. Send message with PIN code and specified GSM port.

Format: 500:pincodenumber-port:portnumber-phonenumber
if the subject is "500:987-port:9-12345678", the text of this email(*Welcome to
Yeastar!”) will be sent to nhumber "12345678" through GSM trunk 9("987" is

the pin code set by administrator).

To: lears@yeastar.com # X

Subject: = 500:987-port:9-12345678

Insert: [ Attachments 3 Office docs  [=| Photos v From Bing v (&5 Emoticons
Tahoma r 10 B I UESEEEEZZTESEAZA

Welcome to Yeastar!|

FigureG-4
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APPENDIX H How to Use DID

Direct inward dialing (DID), also called direct dial-in (DDI) in Europe and
Oceania, is a feature offered by telephone companies for use with their
customers' private branch exchange (PBX) systems. In DID service the
telephone company provides one or more trunk lines to the customer for
connection to the customer's PBX and allocates a range of telephone numbers to
this line (or group of lines) and forwards all calls to such numbers via the trunk.

MyPBX support DID, you can configure DID in inbound route. Related settings:
DID Number, Extension, Destination.

Edit Inbound Route: VOIP_IN X

General
Route Nameil‘ - [WOIP_IN
DID Number & : | |
Extension & : | |
Caller ID Humbere | |
Distinctive F‘.ingtnnei' : | |
Enable Callback : Callback Setiings
Member Trunks'<
Available Trunks Selected
ETTrUnki(ET) VOIP_Supplier(SIP)
192.168.4.147(SPS) 3
e
Figure H-1

‘DID Number

Define the expected DID Number if this trunk passes DID on incoming calls.
Leave this field blank to match calls with any or no DID info. Only service
provider, E1 trunks, BRI trunks or SIP trunks need to be configured with this
setting.

You can also use pattern matching to match a range of numbers.The following
patterns may be used:

X: Any Digit from 0-9

Z: Any Digit from 1-9

N: Any Digit from 2-9
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[12345-9]: Any digit in the brackets (in this example, 1,2,3,4,5,6,7,8,9)

The ‘."Character will match any remaining digits. For example, 9011. will match
any phone number that starts with 9011, excluding 9011 itself.

The ‘1" will match none remaining digits, and causes the matching process to
complete as soon as it can be determined that no other matches are possible.

:Extension
Define the extension for DID number, this field only valid when use E1 trunk for
this inbound router.You can only input humber and '-' in this field, and the

format can be xxx or xxx-xxx.The count of the number must be only one or
equal the count of the DID number.

:Destination
If you don’t set the extension, you can set the destination of the call here.

Example 1:
Stepl: You set the DID number (5503XXX in this example).
Step2: You choose the destination(IVR in this example).

The configuration of this example means when the incoming call with DID
number 5503XXX (7 digits number start with 5503) will go to the destination
IVR.

If you choose the destination, please leave the Extension form blank.
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General
Route Name& - psinin
DID Number & : [5503XXX |
Extension & - | |
Caller ID Number®) -| |
Distinctive Ringtuneﬁ : | |
Enable Callback : Callback Settings
Member Trunks&
Available Trunks Selected
VOIF_SupplierSIF) E1Trunki(ET)

192.165.4.147(3P5)

e
£
Business Days
Office Hours : [default v|
Crffice Hours
Destinafion : [IVR vl [IVR -- welcome v
Mon-office Hours
Desfination - |WR V| ||"-’R -- welcome v|
During Holidays
Holiday | ]
Destination - |End Call v| v
Fax Detection
Destinafion - Mo Detect | I

o Save 24 Cancel

Figure H-2

Example 2:
Stepl: You set the DID number (6001-6099 in this example).
Step2: You set the Extension (6001-6099 in this example).

The configuration of this example means when the incoming call with DID
number 6001 to 6099 will go to the destination 6001 to 6099(number 6001 to
extension 6001, number 6002 to extension 6002).

The destination you set below will be disabled if you set the Extension.
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General

Route Name® : VOIP_IN

DID Number & : [6001-6099 |

Extension & : |6001-6099 |
|
|

Caller ID Mumber& - |

Distinctive Ringtuneﬁ : |
Enable Callback : Callback Seftings

Member Trunks &
Available Trunks Selected
E1Trunk1{E1)} VOIP_Supplier{SIP)}
192,166 4. 147(5P5) —
s
e
s
Business Days
Office Hours : [default v|
Crffice Hours
Destination - (VR v [IVR -- welcome W]
Mon-office Hours
Destination - |End Call v| | v|
During Holidays
Haoliday : | v|
Destination - |End Call v| v
Fax Detection
Destination - [Mo Detect v| v

o Save 24 Cancel

Figure H-3
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APPENDIX I How to Use BLF Key
to Choose the PSTN line

MyPBX allows you to choose the specific PSTN line to make outbound call by
pressing the BLF key on the IP Phone.

Follow the steps to do the configuration with your Yealink phone

1. We want to choose pstnl or pstn2 to call out.

Status Signal Trunk Name PortiHostname/lP Reachability
Dis pstn5 FXO Part 5
C pstné FX0O Port 6
Dis pstni1s FXO Port 15
Disconnected pstni6 FXO Port 16
Figurel-1

2. Configure the IP Phone:

Memory Key >> @

DSSKey1 BLF v [pstni | |Line 1 || [pstn1
DSSKey2 BLF - |pstn2 | |Line 1 || lpstn2 [
Figurel-2
Test

When you press DSS Key 1/2, the phone will connect to pstnl/pstn2 line. If
pstnl/pstn2 is not busy, you will hear the dial tone. You can dial the number you
want and use this line to call out then.
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APPENDIX J How to Enable Auto
Recording

MyPBX U5XX allows you to record the calls automatically. Here is the guide for
you to use it.

J.1 Login

From your web browser, input the IP address of the MyPBX server.
Login the system with the monitor account:

User Name: monitor
Password: password

Sl 4 v THEIMRS AN g W TR

@MyPBX Configuration Panel

Used Nama

- OO0
Pasgwond

L essenees
Lungusge

= Enginh B

tegn—] i

Figurel-1

J.2 Recording Settings

1) General Preferences

Pagel76


http://www.yeastar.com/

»
%9 Yeastar MyPBX U5XX Administrator's Guide

Enable this function here. You can tick:
a. Record Inbound calls

b. Record Outbound calls

c. Record Internal calls

d. Record Callback calls.

2) Apply To
*Trunks Recording
When ticked, all calls through the selected trunks will be recorded.

:Extensions Recording
When ticked, all calls made by the selected extensions will be recorded.

Tl o Seringy

bo1 BETRPASL s €, Yo W EnS] vanirs A D
Eratie Askrnak Hacoed Ve el
¥ Aty Recae sobesrsl
T Aow At Oviound
¥ Ao Hecord réems
VAo Ao Caltecs

7 oot Trrma

® M Taee T Qudenized
Trunks Salectnd

¥ Sucoed Dwrnkrs U
& A Esepans Comnreamt
Eesaions Sebecoen)

o See K Convel

Figurel-2

J.3 Recording Logs

‘Start Search
You are able to search the record by Start Date to End Date, Extension, Trunk,
Duration and Communication Type.

The Record List
You can choose the record to download or delete.
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You can check the ID, Time, Callee, Caller, Trunk,
Duration(second),Communication Type of each record

Sunlase D3Ny 31 Erdlive DN 209 CalesiTaline

DwesaV Trurk: A = Comvmawcaton 1gpe A3 . LA, 331 Seanteg

Figurel-3

J.4 Share setting

Use this setting to share the recording file on the network.

‘User Name
The user name to check the file

Password
The password to the user name

Share Name
The name of the folder showed on the network.

Watn Th sating s owy apaad i S Same Thamuriong Luiiee wt 00 deie 11 (g PN B0 BeORan B Be ol |
¥ Share Pve mtarasc recordh felder on S vk
SV T 9 Ghaw Novw  wal
User Maww  Jmze
Passnad  seees
¥ Adow nwwreck snws % change vy fles

w Sove K Conel

Figurel-4
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For WIN 7/Vista user, please modify the registry before checking the shared
file :

Step1: Start->Run->regedit

Step2: Modify the value of
“"HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Lsa\
LmCompatibilityLevel®

to"1”.

If"LmCompatibilityLevel” doesn’t exit, create a Dword value
“LmCompatibilityLevel®™ = 1

You can check the recording file on the network by Explorer/Resource Manager
Run: \\ IP of MyPBX
In the picture below, the IP is 192.168.5.101

¥ 192.168.5.101 H =10f x|

File Edit View Favorites Tools Help | i'l'
€ R ? /V Search || Folders |v
Address | 1 11192.168.5.101 = B
) A
Network Tasks X ‘/ test L \:@ﬂ Printers and Faxes
o -

‘2 Add a network place
& View network connections
%) Set up a home or small

~ office network

<2 Set up a wireless network
for a home or small office

g’_‘ View workgroup computers

L_éj. Show icons for networked
UPnP devices

»

Other Places

3% Unknown

¢ My Computer

\D My Documents
|5) Shared Documents

4y Printers and Faxes

«

Details

|2 objects 4

Figurel-5
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% test on MyPBX Samba Serve (192.168.5.101) s . S [=] 53|
File Edit View Favorites Tools Help i ?,'
@Bar_k - O - l’ ‘ /:) Search || Folders ‘ [
Address |7 11192.168.5.101 test x| Ee
<= > =
File and Folder Tasks g ‘I/l 20111212 '/, 20111213
() Make a new Folder
&3 Publish this folder to the == =
Web I/l 20111214 ‘/’ 20111215
Other Places 2 2= o=
(/l 20111216 ‘/, 20111217
iJ 192.168.5.101
() My Documents = e
(=) Shared Documents ‘\/l 20111218 ‘/, 20111219
i§ My Computer
&) My Network Places ~ o
‘\/l 20111220 '/I 20111221 |
Details ES ... o
test ‘l/’ 20111222 \/’ 20111223
‘l/’ 20111224 ‘/I 20111226
‘l‘/l 20111227 ‘/, 20111228
(= = :J
29 objects [0 bytes & Internet 7

Figurel-6

If you change the password of the share folder, the network users may not be
able to check the shared files then.

Please ask the network user to try:

stepl: Start-> Run ->cmd

step2: net use * /del (the is a space behind *)
step3: Visit the device again with new password

J.5 Password Setting

You can change the password of the account “monitor” here.

Ewter M Panswvand
Natype thow Faewend |

o, Bee

Figurel-7
<Finish>
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